
D~~n1~n~~~~u~uuu~n1~~~n1~ 
' ' 

b~'El~ Ub(JU1CJbb(l~bbUlD~U1i1um~1'n'l.-!1fl11~~Ufl~D(leJ(9)Jl(J~1U~1~~Ub'V1~ ~.~. ~<t'b((' 

QJ Q,h:::lt,ll.l 0 A q QJ Clio ~ ll.l <ve~~o 

m~~~~~1"l!Ururu\?ll1m(Jm~m~'V11fll1~~(9)bnmnufleJ~~lb\?l'El1 ~ .~ .~<t<to ~~~~1"llururu\?l 
QJ QJ Ill lV 

m~1'n'l.-!1fll1~~Ufl~D(leJ(9)Jl(J16'/JbU'EJ{ ~ . ~.~<t'b~ ~~~~1"l!U ruru~ ~~fl~B~-1fB~m>flUU flfl(l ~ . ~. ~<t'b~ 
"' u q 'U , 

QJ ~~ I.J A~ Q f' QJ Q.l.<:::loi./ I 

~~~~1"llururum1mms~m~~'V11~m(ln'Vl~Bun~ ~.~. ~<t'~C(' ~~~~1"l!ururu\?l~eJ~(l~1l~1~~m~1"llm~ ~.~. ~<t'C('o 
QJ IU 't QJ QJ \1 

~l~~·:ln!JVI~1(J~U 1 ~b~(Jl-1i'B~num~nlil~B~m~~~u~'4uu~m~~~m~ 1um~btJuwJl(J~1u~i11m.:J~~1.:J 
~U\i1U6hAru'V11.:J~1~~Ub'Vl~ (CII :Critical Information Infrastructure) bb(l~fn~bUUVIUl(J.:J1UVI~n1um~mufl~ 

~ ~ ' 
flltlU ~1\?l~\i1U~mu~mU1(1 ~1U~ ~ ~1Un1~1'n'I.-J1fll1~~Ufl.:JD(leJ(9)Jl(J16'/JbU'EJ{ "il'1bUU~'El.:JlJfl11~~Ufl.:J 

~ 

D(leJ(9)Jl () 16'/Jb uBfl u~~~u~.:Jb~ B~~fl~B.:JD~~"ll1"llUVI~BD~~ b(J"l!U~611A' ru~B.:JD~~b'Vl~ Ju 
~ ' ~ 

b ~ eJ 1 ~f11~U ~VI1~'<il (9) f11~~~UUfll1~~Ufl.:JD(l 'EJ(9)Jl ()~ 1U~1~~U b 'Vl~ ~'EJ(9)fli:l 'EJ.:J tlUU'V1U1'V1 

V1.U1~fll1~1'u~ (9)"lJeJU 1 um~D1'u b D~ (JUVIUl (J.:J1UD1fl1'~b tJu1'~U1(1~~ ~(l~~~u m~ (Department Chief 

Information Officer) eJ~1.:JlJD~~~'V1Bm~ iJm1~~Ufl~D(leJ(9)Jl () lJfll1~b~'El~'El 1~ bb(l~ 1 ~u~ m~ 1~B~1~~m~ B~ 
~1~1~mJB.:Jnun(Jflnfl1~ 16'/JbueJ{ ~.:JmlilneJ 1 ~bn(9)fll1~b~(JVI1mbn m~~~u~uuu~m~~~m~ bb(l~VI'lll(J~1u 

' ' ' 
1u~.:Jtl(9) ~.:JD~~m~Ub(JU1(Jbb(l~bbUlD~u~1um~1'n'I.-J1fll1~~Ufl.:JD(leJ(9)Jl(J~1U~1~~ub'Vl~ m~D~~m~ 

mw~m~~m~q~m~~'V11~B b~ n'Vl~B-D n~ b~B.:J bb u1u b(JU1CJbb(l~bb UlD~u~1 um~-r n'l.-!1fll1~~ufl~D(leJ(9)Jl ()~ 1u 

~1~~Ub'Vl~~'El~VI'lll(J.:J1U~B.:J1'~ ~.~.~<t'<t'm -1i'B m VIUl(J.:J1U~B.:J1'~~eJ.:J'<il(9) 1 ~il-1i'BD~u1i1 um~1'n'l.-!1fl11~~Ufl.:J 
D(l'EJ(9)Jl ()~1U~1~~Ub'Vl~~eJ.:JVIUl(J.:J1U ~.:]~ eJ 1 Dd 

-1fB ® (Jnb~nD~~m~m~~~U~'4UU~f1l~~~m~ b~'El.:J Ub(JU1CJbb(l~bbUlD~U~1um~1'n'I.-J1 
fl11~~Ufl.:JD(l'EJ(9)Jl(J~1U~1~~Ub'V1~ ~.~.~<t'bm 

-1i'B ~ D~~m~d b~(Jn-.h "D~~m~m~~~u~uuu~m~~~n1~ b~B~ Ub(JU1CJbb(l~bbUl 
' ' 

D~u111 um~1'n'l.-!1fll1~~ufl.:JD(leJ(9)Jl()~1U~1~~ub 'Vl~ ~. ~.~<tt>C('" 
-1fB m 1uD~~m~d 

(®) "m~ ~u~ . " VI~1(Jfl11~11 m~~~u~uuu~m~~~m~ m~'Vl~l.:J~1'B1~ru~~ 
' ' ' 

(~) "eru~VI1~~~~U~.:J~(9)" (Chief Executive Officer: CEO) VI~1(Jfll1~l1 BBU~ 
~ ~ ' 

(m) "~U~V11~b'VlflbUb(l8611~61Ub'Vl~~~~um~" (Department Chief Information 

Officer: DCIO) ~1(Jfll1~l1 ~'El.:J'EJBU~VI~ mr~.:J 1~1'U~'EJU~1() 1 ~1'u~ (9)"lJ'EJU~1U~ 1Ub 'Vlflb U b(!Ej ~1~~Ub'Vl~m~ ~ua 
~ 

(((') " flru~m~~m~" VI~1(Jfl11~11 flru~m~~m~1'n'I.-!1Fn1~~Ufl.:JD(leJ(9)Jl(J~1u 

(<t') "u b(JU1 ()" VI~1(Jfld1~l1 U b(JU1()1 Un1~1'n'l.-!1fll1:W~Ufl.:JDml(9)Jl(J~1U 

~1~~Ub'V1~ ~btJu1Dm~~~~~1"llDt1Jt1J'1i~b~(Jl-1i'B.:J ~.:Jd 



- ~-

(ct.~) ~'j'~'j'1"tfDtlJ~~m'j'~n~1m11l~'Ufl\ltJ~B\9liltJ1"1fb'UB{ ~.ral. ~<tb~ 
(ct.rn) ~'j'~'j'1"tfDf11f1~~1Jfl'j'fJ\Ioff€l1l~~l'U'Uflfl~ ~.ral. ~<tb~ 

g~g~ .. \.1 .. 

(ct. ~) ~'j'~'j'1"tf'IJruru~11~ltJu'j'm'j'1J'VI1\I~h~n'VI'j'fJi1n~ ~.ral . ~ct~~ bb~~ 
"'"' ' 

(ct.ct) ~'j'~'j'1"tfDruru"i-ffB11~~116'f1'j'"tffJ\I'j'1"tff11'j' ~.ral . ~ct~o 
"' "' 'U 

(b) "bb'UltJi)'IJ~" V!111tJfll11111 iw~1€l'U 15f11'j'Vf~Boffm11V!'U\9l 1 ~0 off\11'U (User) 

bb~~~\9lbb~'j'~'U'U (Administrator) 'j''J1J~\I'Uflfl~mtJ't,mn~b~tJl-ffmnu'j'~'U'U b 'VIfllu 1~~6'f1'j'6'f'Ub'VIral m11 6'f'U6'1. 
'U'U ' 

1~~BtJi)u"il?111l'U1tJ'U1tJ -ffB rn (ct) 

(flll) "b41"l.lfJ\I'j'~'U'U" (System Owner) V!111tJrl111111 611-Jn/n€l\l/n~1l/n~1l\11'U/~'U~ 

~b tl'Ub41"l.lfJ\I'j'~uufl€l1l'Vll bl?1€l{ V!~f) 'j'~uu6'f1'j'6'f'Ub VIral 

(~) "~\9lbb~'j'~'U'U" (System Administrator) V!111tJrl111111 'Ufl~1m m11 6'f'U6'1. 
'U'U ' 

~~\11~~'U1lfJ'UV!111tJ'OJ1m41"l.lfJ\I'j'~'U'U (System Owner) V!~fJ'OJ1n~rl1'UltJn1'j'n~1lb'VIfl1'U1~~6'f1'j'6'f'Ub'VIral1~i1V!'I.J1~ 
'U 'U ' 

~'U~\9l"tf€l'U 1 'Uf11'j'fl1V!'U\9l~'VI5 {?)'j''J'OJ6'f€l'U~'VI5 'VI'U'VIl'U~'VI5 bb~~f11'j''U~Vf1'j'~(9)f11'j''j'~'U'U b 'VIfl1 'U 1~ ~ 6'f1'j'6'f'Ub 'VIral 

m1l ?f'U?f . 

(~) "~off\11'U" (User) V!111tJfll11111 'Ufl~1m n'j'1J 6'f'U6'1 . 'VIn'j'~~'U ~\lbU'U 
'U ' ' 

off1'j'1"tff11'j' ~-Jn\11'U'j'1"tff11'j' ~n41\IU'j'~":il1 ~n41\l~lm11 ~-Jn\11'U41\IbV!111bb~~'Uflfl~i11tJ'U€ln ~1~~u 
'U 'U ' 

€l'Uill11?11mi'j'~'U'Ub'VIfl1'U1~~6'f1'j'6'f'Ub'VIral m1l 6'f'U6'1 . 
'"' 

(<9lo) "~'VI5"l.l€l\l~off\11'U" V!111tJrl111111 ~'VI5~11tJ ~'V!5":il1b~1~ ~VI5Vlbral~ bb~~ 
'U 

~VI55'U1\9l ~b~tJl-ffB\Itl'U'j'~'U'Ub'VIfl1 'U1~~6'f1'j'6'f'Ub'VIral"l.IB\Im1l ?f'U?f . 

(<9><9>) "~'U'VI~~~" (asset) V!111tJm11111 ~n{\9lbbl{ "lfBVh-i'bbl{ 'j'~'U'Ubfl~fJ~1tJ 

fl fJ1JYll b\?1 fJ{'j'~'tJ'U flfJ1JYll b\?1 f){ 'j'~'U'U 6'11 'j'?f'U b 'VIral bb~ ~.uf)1J~6'f1'j'6'f'U b 'VIral V!~f)~ \15'U 1(9) fl\?111l~i1fl tur11611V!~'U 
. 'U ' 

\11'U~1'Ub 'VIfl1 'U 1~~6'f1'j'6'f'Ub 'VIral"l.IB\Im1l 6'f'U6'1 . tJ'j'~nfJ'U~l tJ 

(<9><9>.<9>) ~n{\9lbbl{ (Hardware) V!111tJfll11111 fJUn'j'tUfltu~n~ru~ 
' ' 

1n~ b~tJ\IB~1\11\9lB~1\IV!tl\11 'UI1iB1 tJ-d 

- bfl~€l\lfl€l1l'Vll b\?1 B{ bblJ~1 tJ (Server) ~\I bb 'U'U bfl~fJ\1 bblJ~1 tJtJ n~ 
(Rack Server) bb~~bfl~fJ\IbblJ~1tJbb'U'U"tf\9l (Blade Server) 

' 

- bfl~B\1Yl1l~ (Printer/Scanner) b~~BtJmru611'.iB\I-ilB116'1"l.lfJ\Im1l ?f'U?f. 
' 'U 

- BtJmru1fl':i\1~1tJ (Network) V!~B BtJmru~n~1fll11l~'Ufl\ltJ~B\9liltJ 
' ' 
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- EJ'lJmru1rr~-:J~1CJ (Network) VI~El EJ'lJmru-rrn~J·1fl11:W~'Ufl-:J , , 
'lJ"El~JlCJ (Firewall) VI~ElElUf1'H11~1VI-r'Ub~El:W~El1~'U'U~mn1 (Router, Switch, Access Point) VI~El , 
~umru~~bn'Uu'UVinm11off-:J1'U (Log File) 

(<9l<9l.~) 1u1bbf11:WU1~~nl'lVI~mbEJU~~bfl-ll'U (Program or Application) 

VI:W1CJfl11:W':h 1~'U'Uf)ru~m~ru~1n~\~CJ-!!El~1-:J1~El~1-:JV!tl-:J1'U~EJ1ud 1~'U'U, System Software, Database 

Software, Software Tool bb"~ Application Software vfloff-:J1'U~1:Wn'U~'lJmru~n{~bn{ 
(<9>~) "f"''UEJ.ffEJ:w" bb"~G'I11G'I'Ub 'Vlf"'" VI:W1CJfl11:Wl1 ~'U~~iim1:w~1ri'ru~~'UbbCJ mu~1~ 

" " "' 
b ~El~~~-:JEJ'lJmru1 'Uf111U1~:W1m.moffEJ:w" (Process Devices) 1~'U'Ubfl~El~1CJflEl:W~1b~m{ 1~'U'U~ ~bn'Uoff El:W" 

, " " 
1~'U'U-rm~1fl11:w~'Ufl-:Ju"El~.n CJ 1~'U'U 1 ~vh 1~'U'Uu-r'Ummf"'bb"~1~'U'UD El-!ln'UeJ' fl~.n CJ ~-:Jvh-!!1'UI?l"El~ hg::: i11:w-:J 

~ Ell'U b ~ El1 ~'U ~ f1111~'U'U fl El:W~1 bl?l EJ{ 1~'U'Uoff El:Wmb" ~ 1~'U'U G'I11G'I'U b 'VI f"' bb n ~off -!11'U 'lJ 1~ f1 El'U ~1 CJ 
" " 

"' '"' 
"IJEJ-:Jm:w G'I'UG'I. ~-:JEJ~Vi-ll'U ~ El1fl11 m:w G'I'UG'I. 

" 

(<9kl.br1) "~'UEJ'U~rrmpn~~·tJ.m~" (OSS" Ole Stop Service) w.nCJffi1:wl1 vru1CJ1~'U~fm 

(<9lbr1) " f111b-ff1~-!IVI~Elfl1'Ufl:Wf1111off-:J1'UG'I11G'I'Ub'Vlf"'" VI:W1CJfl11:Wl1 f111El'U tu11?1 f111n1VI'U~~'Vl~ , '"' 
VI~Elf111:WEl'U'eJ 1'U1~ 1 ~en off -!11'U b off1~-!IVI~ El1 off -!11'Ubfl~El~1CJVI~m~'U'UG'I11G'I'Ub 'Vlf"'~ -!I'Vl1-!IB b~ f1'Vl1ElU m1 bb"~'Vl1-!lf11CJ.fl1~ 

" 
(<9>~) "fl11:W~'Ufl-!IU"El~Jl CJ~1'UG'I11G'I'Ub'Vlf"'" (Information Security) VI:W1CJfl11:Wl1 f111Lh1-!! H 

~-!lfl11:W~'U (Confidentiality) fl11:W~f1~ El-!lfl1'Utl1'U (Integrity) bb"~G'I.rn~~~El:W 1 off-:J1'U(Availability) "IJEl-!IG'I11G'I'Ub'Vlf"' 

11:W~-!I f)"-lG'I:WU~~'U 1~bbrl fl11:W~f1~El-!lbbVl~~-!l (Authenticity) fl11:W-r'U~~ (Accountability) f111~1:wui)bG'I'B 
fl11:W-r'U~~ (nonrepudiation) bb"~fl11:JJ'th~El~El (Reliability) 

(<9lct) " bVI~f111tU~1'Ufl11:W~'Ufl-!IU"El~JlCJ" (Information Security Event) VI:JJ1CJfl11:Wl1 

mru~1~'U f111 bn~b Vll?l f111tU G'lfl1~"/JEl-!I'U~f111VI~El bfl~El~1 CJ~ bbG'I~-!11 ~b ~'Ufl11:W b -lJ'U 1 'lJ1~~~~ bn~f111~1tJ'U 
' ' 

fl11:W~'Ufl-:J'lJ" EJ~.fl CJ 

(<9lb) " G'I t11'U f111 ru ~ 1'U fl11 :W~'U fl-!!U" El ~ .fl CJ ~1lloW -!!U 1~ G'l-!1 rlVI~ El hJ El1 ~ fl1 ~ f1 ~ " 
(Information Security Incident) VI:W1 CJfl11:Wl1 G'lt:l1'U f111tU~1'Ufl1 1:W~'U fl-!IU" El~JlCJ~1lloW-:J'lJ 1~G'I-!I fi 
VI~El1llm~m~f1~ (Unwanted or Unexpected) ~-:Jm~vh1~1~'U'U"IJEl-!!El-!lrlf11t:lf1'Uf11f1VI~Elh:w~ bb"~ " , ' 
fl11:W~'Ufl-:J'lJ"EJ~.flCJt:lf1flf1fl1:W 

" ' 
offEJ ~ m:w G'I'UG'I . 1~n1VI'U~'U 1CJ'U1CJ 1 'Um1-rmnm1:w~'Ufl-:J'lJ"EJ~.flCJ~1'UG'I11G'I'Ub'Vlf"'bb"~ 

bb 'U1uij u~1 'U m1-r mnm1:w~'Ufl-!!U"El~Jl CJ~ 1'UG'I11G'I'Ub 'Vlf"'b -lJ'U" 1 CJ~ m~ru e) n~1 ~n:w'lJ1~mf"'uu'Ud ii b .Q' ElVI1 

'lJ1~f1El'U~1CJ 

( <9>) 'U 1CJ'U1CJ 1 'U m1-rn~1fl11:W~'Ufl-:J'lJ" EJ~.fl CJ ~1'UG'I11G'I'Ub 'Vlf"' 

(~) bb 'U1uij'U1i1 'U m1-rn~1fl11:W~'Ufl-!!U"El~.fl CJ ~1'UG'I11G'I'Ub 'Vlf"' 



-~-

oife:J cr 'U LCJ'U1CJ1 'Um1~rrt~1m1~~'Ufl ·nJ~e:JV~nCJ~hu"11G'f'Ub'Vlf'll ~'~-d 
(<9l) 'U 1CJ'U1CJ 1~v11bU'UmCJ~n~rueJ'rl't~11V~mh~mf'll1 ~en i'I1'U'Vl11'U 

'IJ 

(1~) n1'Vl'UV~~~'U~V~'1le:J'Uvn~'U LCJ'U1mb~~bb 'U1U~'U1i., ~-:Jmh11 ~iV~b':il'U 

(rn) ~e:J'I'Vl'U'Vl1'Ubbm:;tJ~'UtJ1'1'ULCJ'U1CJ e:J~1-:J,j'e:JCJ :u~~ (9) fl~'~ 
' 

oife:J b m~ G'f'UG'f. 1~n1'Vl'UV~bb'U1tJ~m1'Um1~n'l'J1r111~~'Ufl'IU~e:JV~nCJ~1'UG'f11G'f'Ub'Vlf'll 
'Vi~e:J~~'~1~n1'Vl'UV~1 ~~eJ1'U1 CJm1n~~b 'VlflL 'U 1~~G'f11G'f'Ub 'Vlf'llb tJ'U~n1 n'U V~bb~ bb~~~V~\>n~m i'I1'U (User) cu 1 \J cu cu 

tJ~'U1i~n~'ULCJ'U1CJbb~~bb'U1tJ~m~-:Jn~1111e:J~1'~iV~b-:u'U ~'~-d 
(<9l) f111b oif1ii'I'Vl~e:Jm'Ufl~f1111-if1~'U'UG'f11G'f'Ub 'Vlf'll (Access Control) bb~~m11-if 

' 
'11'U\>11Wl11n':ilb~e:Jfl1'Uf)~f111b-if1ii'IG'f11G'f'Ub'Vlf'll (Business Requirement for Access Control) 

(®) f111'U~'Vl11~VIf11'if111b-if1i1'1"1le:J'Imi'I1'U (User Access Management) 
'IJ 

(rn) f111rl1'Vl'UVI'Vl,j'1~r111~~'U~VI'1le:J'U"lle:J'ItJli'11'U (User Responsibility) 

(~) f111fl1'Ufl~f111b-if1il'lbfl~e:J"li1CJ (Network Access Control) 
' 

(ct) f111fl1'Uf)~f111b-if1i1'11~'U'UU~'U1im1 (Operating System Access Control) 

(b) f111fl1'U fl~m1 b oif1i1'11 tJ1 bbm~tJ1~ CJ ni'1'Vl~mb e:JtJYi~ bfli'Ubb~ ~G'f11G'f'Ub 'Vlf'll 
' ' 

(Application and Information Access Control) 

(llll) f111~Vivl11~'U'U6'111e:J'I6'11'Vl~'U1~'U'UG'f11G'f'Ub'Vlf'll (Data Recovery) 

(~) f111\>111':ilG'fe:J'Ubb~~tJ1~b~'Ufl11~b~CJ'I~1'UG'f11G'f'Ub'Vlf'll (Risk Assessment and 

Risk Management) 

1~'U'UG'f11G'f'Ub'Vlf'll (Information Security Incident Management) 
"' 'i "" "" .1 

11 
.1 "" bVI CJ~11 CJ~ ~ be:J CJV~ u 11 n~\>11~ be:JnG'f11bb 'U'U'Vl1 CJ u 1~m f'll'U 

-ifB ll1l m~ G'f'UG'f . 1~tJ1~mf'll'ULCJ'U1mb~~bb'U1tJ~u~1'Um1~n'l'J1m1~~'Ufl'ltJ~e:JV~nCJ~1'U 
G'f11G'f'Ub'Vlf'll1 ~~ b~CJ1-ife:J'I'Vl11'U b~e:J 1 ~"1~11m-if1i1'1 b oif1 1-:u bb~~tJ~m\>11~'U 1CJ'U1mb~~ bb 'U1tJ~m~1CJ1~m1 
1V~1~f111'Vl~'l1~ m-iJ'I1'U (User) bb~~'Uflfl~.fi1CJ'Ue:Jn'Vl11'U b~e:J1~G'f1~11m-if1h b-iJ1il'lbb~~tJnu~\>11~ ~1CJ 

'IJ ' 6-J 

'Vl'W'I~m1CJ'UmCJ1'Umrim 1~'\..J'U bfl~B"li1CJmCJ1'U (Intranet) 'Vl'l1'1~m1CJ'UBb~n'Vl1e:J'Dm1 'Vl~m1'U161!1'1mCJ1'U 

bb~~mCJ'Ue:Jn m~ G'f'UG'f . 

-ifB ~ 'Vl'l11CJ'I1'U.n1CJ 1 'U m~ G'f'UG'f. ~~e:J'I'U~'Vl11~V~m1~~'U'U b 'VlflL 'U 1~~G'f11G'f'Ub 'Vlf'll G'f1~11t1 
rl1'Vl'UV~ bb 'U1tJ~u~ n11~n'l'J1fl11~~'Ufl'IU~BV~nCJG'f11G'f'Ub 'Vlf'll"Ue:J'I'Vl'll1 CJ'I1'U 1~ be:J'I ~'~.Q~B-:!1 ~G'fe:JV~fl~ e:J'I n'U 

"tJ1~ rnf'llm~G'fu'UG'l1i'U'U~rn1~"U.n1Yi L~e:J'~ 'U LCJ'U1CJ LL~~ LL 'U1tJ~u~1 'U m1~n'l'J1fl11~~'Ufl-:JtJ ~BV~fi tJ~1'U 
G'f11G'f'Ub'Vlf'll Yi .f'll. ®ctb~" 

i/ Q IS' ..:!II i/ ..::::.. d ~ 

"UB ~ 'Vl1 m~'U'Ufle:J~'Vi1 b\>1 e:J1'Vl1e:J"U e:J~~G'f11G'f'U b 'Vlf'll"U e:J'I m~ G'f'UG'f . bnV~fl11~ bG'ICJ'Vl1 CJ'Vl1e:J 
'IJ 

eJ'U\>111CJ1V~ 1 bbne:J-:Jrim'Vl~e:J~'Vl~'~tJlV~ eJ'Ub~e:J'1~1-:u1nm1~'Un'Yi~e:J'~ ~~b~CJ 'Vl~e:J~1tl'Um1tJ~u~\>11~'ULCJ'U1CJ 
bb~~bb 'U1tJn'LJ1i ~eJ1'U1CJm1mi~ b 'VlflL 'U 1~~ G'f11G'f'Ub 'Vlf'll ~e:J'I11CJ'I1'U~ e:J~'U~'Vl11b 'Vlflb 'U 1~ ~ G'f11G'f'Ub 'Vlf'll1~~'U m~ 6.J \1 1 '\.1 



-ct-

~ liJ..:::=t. QJ 

G'f1'j?f'Ub Vl~'lle:~-:~m:w ?lUG'! . 1. 'We:J'j1tJ-:J1'U~e:Jt:.JtJ'j'\1!1'j'j~~u?~-:~G'f~ 
" " ' 

.ffe:J <910 m:w G'IUG'f. fl1'Vl'U~b~~U~'\Il1'j'j~~UG'f-:JG'f~ biJ'U~~tJ~~'lJe:JtJb'Un1'jtJ~'V!1'jfl'J1:Wb~ti-:J 
'tl \.1 'I 'U 

mu fl:Wfl11:W 1.~ t~'Vl1 t1 'Vl~m)'Um1 t~~ 1.n~:ff'U1 'U mrih~uu 1. Vlflb 'U 1"' ~G'f1'j?f'Ub VJ~ 1.il~m 1:w 1.~ t~'Vl1 t1 'Vl~e:J 
' 

B'I.J~'j1tJ 1~ 1 bbnm.h t~-:J1'U 'Vl~e:J~'Vl~-:~0~a'Ub ~e:~-:~m"il1 nm1:wun'W~e:J-:~"'~ 1."' t1 'Vl~e:J~1tl'U m'jtJ~u~ m:w 

'U 1t~u1 t1 bb"'~ bb 'U1tJ~u111 'U n1'j~n~1fl11:W~'Ufl-:JtJ"'e:~~.n ti~1'UG'f1'j?f'Ub Vl~'lle:J-:1 m:w ?lUG'!. 

'tJ'j~m~ffi m iu-:~l"i'u~-:~bb~i''U~~"il1ni''U'tJ'j~n1~b iJ'UI'i''U 1 tJ 

(tJ1~GI.~P1 n~-enra,~h~Pi) 
• a " • 

v~u~n~~~uua~uu~n1~~'lln1'W 



bb cu 1tJ~u~1 cu n1 ~~ n~1 fl111J 3tcu fl {it)~ eJ ~11 e1 ff1cu ~ 1 ~~cub V1 f1 

~.fl. l!Jct'ba:' 



..; 
\13J'J~'Vl Ci) 

llcl d)ll 
fi1'H'tl1f:l.:lbb~::f1t'J'Uf113Jn1'l b'ti.:I1'Lii'l1'li'I'Lib'Vlf1 (Access Control) bb~:: • 

m'l1-H'-:~1'LI~13Jfl1'ln~b~elf111'Uf113Jn1'lb-ih~.:~i'l1'li'I'Lib'Vlf1 (Business Requirements For Access Control) • 

1~f:ltl'l::i'l.:lfl • 
b~'El1 ~uflmmm:u;;rwu?f'U'U'U~nT~WlJm~ bb~~'Uflfl~mCJ'U'Eln 1 ~~fll1:U~ fll1:Ub~11"ilbb~~?f1ll1';itl 

'I 'I " 'I 'U 

'\.J~\J~m:u bb 'UlVI1..:J'IJ~\J~1 'Un1';i b ~1i:i..:Jbb~ ~fll'Ufl:Un1';i 1 ~..:J1'U?f1';i?f'Ub VI?! (Access Control) bb~~n1';i 1 i..:! 1'U 

1?11:Ui11';inli!b~'Elfll'Ufl:Un1';ib~1i:i..:J?f1';i?f'UbVI?f (Business Requirements For Access Control) ~~mJ~..:J 
~?~ ';i ~Vlir n i:i..:J fll1:U ~ 1 ~ t~J'll'El..:J n 1 'j-r mn fll1:U~'U fl..:J'IJ ~ 'El (1l.n CJ'll 'EJ..:J';i~'U u fl 'El:Ufil b ~?~ 'El1 bb~ ~ 'j~'IJ u ?f 1 'j?f'U b VI ?I 

'Libfl'U1fl 

'Uflmmm:u?tiru?t'U'U'U~m';i?f'lJm~ bb~~'Uflfl~.fl1CJ'U'Elfi~'El..:J1~fll1:U~1~rubb~~?ttru?t'U'U m'j-rm~1 
'I 'I 'I , v , 

m1:w~'Ufl..:J'IJ~"EJ(1ln CJ~1'U?f1';i?f'Ub VI?~ 1(1lmu~1~n1';ib ·ihi:i ..:J bb~~fll'Ufl:w m';i 1 i ..:J1'U?f1';i?f'Ub VI?~ bb~~m';i 1 i ..:J1'Um:u 
' 

bb 'L11tllJu~ 

(9) . m';im'Ufl:Um';ib~1i:i..:J~'El:w~?f1';i?f'UbVI?~bb~~'El'\.Jmru1'Wm';i'\.J';i~:Ul~t:-J~~'El:w~ 1~fhw..:Ji:i..:Jm'j1i..:J1'U 
'I 'U , 'U 

bb~~m1:u~'Ufl..:J'IJ~'EJ(1l.n(J ~..:Jd 
(9).(9) m';ib ~1i:i..:J bb~~fll'Ufl:Urn';i 1 i..:J1'U?f1'j?f'Ub VI?~ bb~~m';i 1 i..:J1'Um:um';inli! b ~"EJmufl:wm';i 

' ' 
b~1i:i..:J?f1';i?f'UbVI?f ~'EJ..:J?f'EJ{1lflfK'El..:J bb~~ b tJ'U 1 Dl?l1lJflli..:J:U·'EJ'UV!lJ1CJ 1 ~'\.J~\J~';i1'lJn1';ibb~~flli..:J:U'EJ'UeJ1'U11il 

(9).\v b ~ 1 'lJ 'EJ..:J'j~'IJ'U~Vl11 1~1 'U n 1 ';i'EJ'U~~ ~VI 51 'U n1 ';i b ~1 i:i..:J ';i ~uu fl 'El:Ufil bl?l 'El1 bb~ ~ ';i ~uu 
' 

?f1';i?f'UbVI?~1 ~nuen i..:J1'U 
" 
(9) .!Jl er(11 bb~ 'j~'IJ'U~Vl111~ n1V!'U(1l~VI51 ~bbnen i..:J1'U\?11:u~ b ~ 1'lJ'EJ..:J'j~'\Ju 'El'U~~ 

'U'U . 'U 'I 

(9).{( er(1lbb~';i~'IJ'Ui1Vl111~1 'Un1';i?f~1..:JDfll~m i..:J1'U (Username) bb~~'j~?f~1'U (Password) 
'U'U g~ 'U 

1 ~nu en i..:J1'U ~1Vl-ru m';i b ~1';i~uu fl'El:wfil bl?l'El1 bb~~'j~'IJ'U?f1';i?f'Ub VI?! l?l~'EJ(1lli)'Ufll'Ufl:w m';i 1 i..:J1'Ubb~ ~(11 bb~ 
" ' " 

-rmnm 1:U~'Ufl..:J'\.J~ "EJ{1ln CJ'j~'IJ'Ufl'El:Ufil b~?J'El1 bb~~';i~uu ?f1';i?f'U b VI?~ 
(9).~ en .ff..:J1'U?f1lJ1';if:l b ~1i:i..:J';i~'\J'Ufl'EJ:Ufil b\?1 'El1 bb~~';i~'\J'U ?f1';i?f'Ub Vl?f\?11:U~VI5~1~-ru b vhJ'U 

" 
(9). b bd"EJi1m1:wlil1 b tl'U~'El..:J 1 ~'Uflfl~mCJ'U'Eln b ~1i:i..:J'j~'IJ'Ufl'El:Ufil bl?l'El1 'j~'IJ'U?f1';i?f'Ub VI?! ~'El..:J 

' 
bb~..:Jb'Vl~?Jt:-J~m1:ulil'1btl'Ub~'El'll'El'El'UWl~1Vl-rum';i'\.Jn\J~..:J1'UI?11:Um';inli!lil1nb~1'll'El..:J';i~'Uu bb~~~'El~-rmnfll1:w~u 

' ' d.J 

VI1..:J';i1'llm';i 1 'Umru~ bn(1lm1:ub~CJV!1 CJ uflfl~mCJ'U'Eln~ 'EJ..:J-ru ~ (1l'lJ'EJ'Ut:-J~~ bn(1lliJ1 nm';im~'V11'll'El..:J\?l'U 
' 

(9).tri . (9) fl~lJ b Vlflb 'U l~ ~?f1';i?f'Ub VI?!~ eJ'In1V!'U(1l~eJ'IJ~\J~~1V!-r'U n1';i'\.J~\J~'11'U 1 'U~eJ'I 

?f'U~~'El:U~ (Data Center) 
" " 

(9).tri.® n1';i~(1l~..:J 61i"EJ:Ubb61J:U bb~~U1'El'\.Jmru1(11 ., 'El'Elfllil1fi~'El..:J?f'U~~eJ:U~ (Data Center) 
'I I cu cu 

~'E)..:) t~-rueJ'UWl li!1ner eJ1'UlCJm';in~:ubVIfl1 'UL~~ ?f1';i?f'Ub VI?! 
' " ' 

(9) . tri.IJ1 ~1:wer~hH1~l'Ub~CJl~'El..:Jb~11 '\.J1 'U~'El..:J?f'U~~'El:U~ (Data Center) bl'Ubb~1~-ru 
" " " 



"' iJ'.::t ..::::.. tf o v.r::::ll 

lv. fl1~fll'Uflllfl1~b "ll1ti..:J~:::'U'U fl€lll'V'fJ bV1€l"Hbf!:::~:::U'U611~61'Ub Vl~ fl1~'U~ ~..:J'U 
' 

lv.C9l ~Vlfi"lleJ..:~mi..:~1'U (User) ·th:::neJ'UI~hCJ 
" 

" " lv.C9l.lv 61~1..:J"ll€lllf1 
" 

lv.C9l.Q1 bbm"ll-if€lllf1 
" 

" lv.C9l.~ fl'U"ll€lllf1 
" 

lv.lv ~Vlfi~~bbfl~:::uu (Administrator) tl1~'U~~Vlfi Vl~T'il61€l'U~Vlfi Vl'UVll'U~Vlfi bbfl::: 
"" .0:::0. Q,.l .0::::0. t{ 

'U~~1~"il ~fl1~~:::'U'Ufl€lll~l bVl€1~ bbfl :::~:::'U'U611~61'Ub Vl~ 

m. fl1~tl1~'U~'\.h::: b.f1Vl"ll€l..:J-ii'€lllf1 611~'Ufll1ll6hA'ru 611~'Ui'Ufll1ll~'U ~lllti..:J~:::~u.ff'U fl1~ b -ii'1ti..:J 
" "' ' "' QiJ.o::f I iJ'cf V.:::'il 

bdf11Vlb"ll1ti..:J bbf1:::"1J€l..:JV11..:Jfl1~b"ll1ti..:J ~..:J'U 
. "' 

m.C9l u~:::b.fiVl"lleJ..:~-ifeJllfl bbu..:~bll'U m u~:::b.f!Vl ~..:~iJ 
" 

m.C9l.C9l -ifm..Jf1611~61'Ub V1~611~1'u rn~u~~1~ H1 bbn -ifeJllfl'U 1CJu1 CJ -ifeJllfl CJV1u~161V11 cu '\1 cu 't 

m.C9l.lv -ifeJllf1611~61'Ub V1~611~1'u m~61iru 61'\.J'U m~'\.J n1J&i..:~1'U 1i1 bbn -ifeJllm:::uu m~ 
'U , d.J '\.1 

'U~~1~fl1~b~'Ufl1~fl~..:J.f11fl1'~6h:::uuab~f1Vl~€ltJf1~ (GFMIS) 
"'" 

m.C9l.m -ifeJllf1611~61'Ub V1~611~1'u m~ be.J CJ bb vd bbn'\.J~:::"111"1l'Uvi'l 1 '\.J bbfl::: ~~61'\.J h 1i1 bbn 
" " 

-ifeJllf11 'Ub1u 161J~"ll€l..:Jmll61tJ'U61'U'U'U~fl1~61"llm~ 
" ' ' 

m.lv 611~'Ufll1ll611A'ru"lleJ..:~-ifeJllf1 bbu..:~bll'U m ~:::~u ~..:~d 
"' " 

m.lv.C9l 611Atull1f1Yi61~ 
"' ' 

m.lv.lv 611Aqjll1f1 

m.lv.m '\.Jn&i 

m.m 611~'U.ff'Um1ll~'U"ll€l..:J-if€lllf1 bbU..:Jbll'U ~ ~:::~'U ~..:~d 
" I I I I I 

QJ .::::'11 Cl.l dd 0 Q.l d d Q.J I Q.J .::!11 .o::f i.l 

m.m.(9) f!'UV161~ - m1llfl'UVlllfll1ll611fltuV161~ bnmnu"ll1l611~ lVJtl~~eJ'Uflflfl 611-.:Jm 
't CLI <i q 'I 

~1f1fll1ll~u~..:~n~1l ~..:J~ll~~~m v; CJ..:J'U1..:J61l'U~l 1 ~f11 'I.Jti..:~u flflfl ~ij~1J1~1il'V1~1'U"il:::v111 ~ bn ~m1ll b~ CJ~1 CJ 
' " 

~~m ll'U.fl ~'UV1~1CJ~ €lfll1ll~'Ufl..:Jfll1llUfleJ~.tl CJ ~~€lfll1ll61..:J'Ub~ CJ'U~eJCJ"lleJ..:J'\.J~:::b V1~"111&i~~€l~'UuiJ VJ~ ~~elm~ 
0.0:::0. I .c::ilo<:::il iJ I 1,.1 .<::'111 

~ 1b 'U 'U..:J1'U"ll€l..:J~'U 1 CJ..:J1'UV1 bn m"ll €l..:J€lCJ1..:J~1 CJ bb ~ ..:JV161 ~ 
' ' ' ' Q.l Q.l c::!i.<:::il 0 CV .::ll Q.l I QJ .::!ril .::t !U' 

m.m.lv fl'Ull1f1 - fll1llfl'UV1llfll1ll611fltull1f1 bf1CJ1f1'U"ll1l611~ lVltl~~€l'Uflflf1 61J..:Jtl1~1f1 
"' ' ' 

fll1ll~'U~..:Jf1~1l ~..:J~ll111~~m~tJ..:J'U1..:J61l'U~l1~f11'\.Jti..:~uflflf1 ~iJ~111~1~V1~1'U"il:::v111~bnl1lfll1llb~tJ~1CJ ~~€1 
' " 

btl 'U.fl ~ 'UV1~1 CJ ~ €lfll1ll~'Ufl..:Jm 1l1Uf1 eJ~.tl CJ"ll€1..:~'\.J~::: b V1~"111&i ~~eJ~'UuiJ VJ~ ~~€lfll1ll61..:Ju b~ CJ'U~ €l CJ.fl1 CJ 1 'U 

~1"1Jmru1~m ~~€lfl1~~1btJ'U..:J1'U"ll€l..:J€l..:JfOlm~~€lwthCJ..:J1'U~b~m-ifeJ..:~1ileJ~1..:J~1mb~..:J 



' ' ' Q.J Q.J .c:::llol:ll 0 QJ .<:::11 CV I Q.l dl 4 iJ 

rn.rn.rn 6'l'U - 1'111l.J6'l'U'Vll.Ji'l11lJ611flrubnEnn'U 'l.IIJ611~ 1\Piti'VI~B'Uflfl6'l 6(!\ltii'VI1n "' , , 
f111l.J~'U~\Imh1 ~\I'VIl.J\11'VI~f) b r1 EJ\I'U1\16"1Tu~11 'VI6'l1 u~\I'Uflfl(;'l m:Un'VIih~1~'Vl~1'Uiil~vh 1 ~bnl11m1l.J b~EJ'VI1EJ 

, 'IJ 

'VI~v b U'U.n EJ'U \?1~1 EJ 111 m1'1lm~ 'VI~vm~~h b ti'U..:J1'U'llv\IB..:Jrlm'VI~B'VIt.h EJ\11'U~ b~ moifv..:J1~ 
rn.rn.c( tJntJ111 - m1l.l~'U~..:J1:Uy;..:JbUI11be.m1~m:U~'VI't:h~1~'Vl~1'U 1111EJ61\11"W11l~'Vl~1'U 

'IJ 

bU~1~tJflf16'l~n'VI'u1~~v\I'Vl~1'U by; vtJ~~ 1EJ'1l'U1 'U m~tJ~Wi.n1~nlil v..:Ji"l m b vh~'W 
rn.c( ~~~'Ui'Um~b-ii'1~\l bb'IJ\IbU'U rn ~~~'U ~\I.Q 

rn.c(.~ m1l.ltrtJ1%11..:J1'U 
, 'IJ ':..J 

rn.c(.rn n~l.JU~~'1l1'1l'U~11Ubb6'l~tr~61'U h 
, 'IJ 

rn.ct nm~b-ii'1~\I~~'U'UflvlJYi1b\Pivibb6'l~~~'U'U611~61'Ub'Vll"1 611l.J1~m-if1~\11~\PI6'lfl\11 ~c( x h'lll'U 

rn. b -dv\I'Vl1\ln1~b -if1~\1611l.J1~m -if1~\I~~'U'Uflf)lJYi1b\Pifli bb6'l~~~'U'U611~61'Ub'Vll"11~ ~ -dv\I'Vl1\l 

rn . b.<9l ~~'U'U bfl~B~1EJJl1EJ 1 'U (Intranet) 

rn . b.~ ~~'U'Ubfl~B~1EJJl1EJ'Uvn (Internet) 

c(. m~ 1 otl\11'U\PIIl.lm~nlil b ~Bfl'J'Ufll.l m~ b -ii'1~\I~~'U'UflvlJVi1 b\Pivi bb6'l~~~'U'U611~61'U b 'Vll"l (Business , 
Requirements For Access Control) ~\ld 

((.<9) b~ 1'llv\I~~'U'Uv'U~&i ~'Vl51~rn oti..:J1'U 1'11l.Jm~n lilb~ v 1 ~611l.J1~m-if 1~ \I~~'U'UflvlJYi1b~'~vi bb!;'l~ 
, 'IJ 

~~'U'U611~61'Ub 'Vll"l bU~1~ 1 'U6"11'Uffi~~'Ul.Jv'U'VIl.J1EJ \PIIl.Jf111l.JbU'U~11 'Um~ 1 i..:J1'U 

c( .~ er \11 bb6'l ~ ~ 'U 'U n 1 'VI'U \11 ~'Vlfim ~ b -if 1 ~ \1 ~ ~'U 'U f1 f) lJ Yi'J b\PI f) i bb6'l ~ ~ ~ 'U 'U 611 ~ 61'U b 'Vll"11 ~ fl'U 
'IJ'IJ 

m-rr\11'U ml.l~b~1'l.lf)\I~~'U'Ufl'Umi 
'IJ , 



'VI3J1~~ lrJ 

n1~U~'VI1~~~n1~L~15~~v~Nli~1~ .. 
(User Access Management) 

b ~e:Jfl'Ju fllJ rn'j b .if 1~-:m~uu r1 m..l'vh b~€11 bb~~ 'j~uu?l1'j?I'I.J b 'Vl;a! bu~1~ m i'l1tJ~H1-ru e:J'U n11 ~ bb~'J bb~ ~ 
't CU 'ID~ 

?1{1'1rl11lJ{m 1lJ b <if11"1l1 ~nu m .ff'I1'Wb ~€1 1 ~bn~m1lJ~'j~Vl'l! n~'l b~€l'lr11 1lJ~'Wfl'llJ~e:J~n tJ?I1'j?ltJ b 'Vl;a! bb~~ 
" " 

'l1 €1'1 n'W rn'j b .if1~'~1~tJ 1lJ 1~-ru m~ tlJ1~ 

~1vu1v 

(9). n1Vl'U~ 1 ~nm~tJ1'1.Jf11'j6'11Vl-ru fl1'j~'I'Vl~ b Utl'U'I.Jfl~1m1 Vll-l (User Registration) b~e:J-ru~'Vl5 
fl1'j b .if1~'1'j~tJufl€JlJ~1 b~€11 bb~~'j~uu?l1'j?I'I.J b 'Vl;a!~ 1lJ~1 bb Vl1.l'IVl~€1Vl'l!1~m~-rulJ €JtJVllJ1 tJ 

®. n1Vl'W~m~mtJm'j611Vl-rum'jtJf1b~n~'Vl5m'j1-ff'I1'Ubi1e:J~1~LJnu1i'I1'W~mlJ?I'l!u?ltJ'UtJ~m'j?l'lJm~ 6.J , , 

bfl . n1Vl'U~ 1 ~ijfl1'jtJ~Vl1'j~~ fl1'j~'Vl5'1Je:J'Imi'I1'U (User Manaoement) €1~1'1-r~nlJ hw1 ~ij fl1'j 
" :> , 

mu fllJ "il1 n~ bb~~ b LJ~ tl'U bb LJ~'I~'Vl5fl1'j b .if1~'1'j~tJtJ i"l €JlJ~1 b~e:J1'j~tJtJ?I1'j?I'I.Jb 'Vl;a!~ 1lJ~1 bb Vl1J'!Vl~€1Vl'l!1~ , 

LL~1'1Jl)u~ 

(9). m'j~-:J'Vl~ b utJtJm i'I1'W 1 ~~1b iltJrn'j ~'~.Q 
" 

(9).®.(9) mruuflmmmlJ?I'l!tJ?I'U'UtJ~fl1'j?l'lJ.fl1~ , , , 
(<9l) 1 ~u r1 ~1m m e:J n .if e:JlJ ~ ~'11 'U bb u u vJ e:J 1lJ m 'j'lJ e:J e:J 'W ru 1 ~ b .if 1 ~'I 'j ~uu 

" 'U , QJ 

fl €JlJ~1 b~ €1 1 bb~ ~ 'j~tJtJ ?11'j?I'I.J b 'Vl ;a! 

(tv) 1 ~V11.l1 tJ'I1'U~ 'I bb uuvJ e:J 1lJ rn 'j'lJe:Je:J'U ru1~ b .if 1 ~'I 'j~ uu r1 e:JlJ~'J b~ e:J 1 bb~ ~ , "' 

'j~tJtJ?I1'j?l'tJ b 'Vl;a!1 ~ b ~1'1J€J'I'j~tJtJ~'lJ€J 1-ff'I1'U 

(bfl) 1 ~ b ~ 1'1J€J'I'j~tJtJ€J'Ulm ~'Vl51 'I.Jf11'jb .if 1~'1'j~tJtJfl€JlJ~1 b~€11 bb~~'j~tJtJ?I1'j?I'I.Jb 'Vl;a! , 
(cs:') 1 ~er ~ bb~'j~tJtJ rl1Vl'U~~'Vl5 mlJ~ b~ 1'lJ€J'I'j~tJtJ€J'UlJ~ ~{e:JlJ~'I bb~ '11 ~ 

"" , 

(<9l) 1 ~Uflfl~m tJ'Ue:Jn me:J n.ife:JlJ~~'I1 'Wbb uuvJe:J1lJfl1'j'lJ€Je:J'U ru1~ b <if1~'l'j~tJu 
, 'U , Q.l 

fle:JlJ~'J b~ B1 bb~ ~'j~tJtJ?I1'j?I'I.Jb 'Vl;a! ~{e:JlJ'j~tJ b Vl~t:.J~ 1 'U m 'jb .if11.ff'I1'U Vl~e:JVl'l!'l~e:J'lJ€1 b .if11 i'I1'U"i11 nu~,;''Vl/ , , 



( rn) 1 ~ ~ 41'1le:J-:J'a~'U'Ue:J'Wmi ~'VI 51 'Urn 'a~ -if 1tl-:J'a~'U'Ufle:J:u~1~~e:J{ ~~~~'a~'U'U?I1'a?I'W~ 'VlP1 , 
(~) 1 ~ ~ ~ ~~~'a~'U'U n 1VI'U~~'Vl5 ~ 1:u~ ~41'1Je:J-:J'a~'U'U e:J'U~~~{e:J:u.tf -:j ~~4 -:j 1 ~ 

'IJ 'IJ , 

' "' QJ VI'W1 CJ-:J1'W~ ~1'1lm'Uflm m'a'U'Vl'a1'U 
' 

<9l.m<9l fn'aG'f{1-:JUtlj;g0i-:J1'U (Usemame) 1~~41'1le:J-:J'a~'U'U fl1VI'U~ ~'li'W ~e:J.fn~TeJ-:Jflt)~ 

Vl~e:Jumth~~1~1'th~'1J1'1J'Um:U~1mfl~e:J-:JVI:U1CJ " " Vl~e:J " ." ~1:U~1CJ5n~'a'W1:U?fn~~1~~'an Vl~mrn~ru~~'W1~ - , 
' ' .ell i.l Q.c:lll I CV 

~1:U'Vl ~~1'1Je:J-:J'a~'U'U 'Vl:U fn'a~fl~-:J'a1:Ufl'U 

<9l .rn .\v n1'afl1VI'U~'a~G'ft:-i1'U (Password) ~~'1Je:J-:J~1Bfl~'a.f11~1B-:Jflt)~ ~1~~'1J ~~~~ 

5n'1J'a~~~Pl~ e:J~1-:J,j'e:JCJ c:i ~1-ff'W hJ ~~~~mn~e:Jm'afl1~~~1 
<9l .rn. rn 1~~~~~~'a~'U'U ~~4-:JtJf11;smi-:J1'U (Username) ~~~~'a~G'ft:-i1'U (Password) 1~ 

'tl \J 0~ \1 

(9) . rn .~ ~~e:Jm i-:J1'W i1m'a~ LJ~CJ'W-ife:J:u~ 1 ~~~4-:J~41'1le:J-:J'a~'U'U ~ ~e:JLJ~'U'tJ'a-:J-iJe:J:u~en i-:J1'W 
\I \1 q 'U \1 

~v. m""aCJm~n~'VlTim""a1i-:J1'W'lle:J-:J'Ufl~1m Vl~e:J'Uflfl~.fl1CJ'Ue:Jn 1 ~~1~tJ'Wn1'a ~-:J-d , , 
lv.<9l 1 ~'VI'\.11 CJ-:J1'Wb~ 4-:J b41'1le:J-:J'a~'U'U ~ ~e:J'lle:J CJ m~ n~'Vl51 'U m'a ~ -if1 ti-:J 'a~'U'U fle:J:U~1 ~~ e:J { ~~~ ~ 

'a~'U'UG'f1'aG'f'U~'VlP1'1Je:J-:J'Uflmm b~e:Ji1m'ame:Je:Jfl 1 me:J'U Vl~e:J~'UG'f~ n1'a41-:J ' , 
hlv ~~~~m~'U'U ~~~1~tJ'Urn'atl~uf1,;seni-:J1'W (Usemame) ~~~~~~4-:Jn~'U1LJir-:JVIt11CJ-:J1'W~'U'Vl'a1'U 

'U'U 0~ 'U 

rn. n1'a'U~V11'a~~m'a~'VlTI'lle:J-:J0 i-:J1'U (User Management) 1 'Un1'a~ -ii'1tl-:J'a~'U'Ufle:J:U~1 ~~e:J{~~~~ 

'a~'U'UG'f1'aG'f'U~'VlP1'1Je:J-:Jmi-:J1'U 1 ~~1~\J'Um'a ~-:J-d 
'IJ 

rn .<9l 1 'U f1'a rlj~ij f11'a ~ LJ~ CJ'U ~~ LJ~ -:J~ 1 ~~ Vlt.i-:JVI~e:JVI,j' 1~~1~~'\J:U e:J'UVI:U1 CJ 1 ~VIt11 CJ-:J 1'\.J ~~ 4 -:J 

~ 41'1le:J-:J'a~'U'U ~ ~e:J1 ~~ ~ ~~~'a~'U'U ~ LJ~ CJ'W~~ LJ~-:J~'Vl5m'a ~ -if1ti-:J'a~'U'Ufle:J:U~1 ~~ e:J{ ~~~ ~'a~'U'U?f1'a?f'W~ 'VlPl 
'IJ'IJ 

rn .\v 1 'Ufl'aru~m i-:J1'U l'i'e:J-:Jf11'a~'VlTin1'a~ -ii'1tl-:J'a~'U'Ufle:J:U~1 b~e:J{~~~~'a~'U'UG'f1'a?f'U~ 'VlPl ~?1-:J 
'IJ 'IJ 

n11'a~~'U~'Vl5~1~~'U 'lle:J1 ~~~4-:Jfl11:UU'a~?f-:Jfl~{e:J:u~ VI~~~ ~m41'1le:J-:J'a~'U'U ~ ~e:J1 ~~~~~m~'U'U ~ LJ~ CJ'W~~ LJ~-:J 
, 'IJ'IJ 

~ .r::::t. i.l 4 c::t. tf 

?f'Vlum'a ~ 'll1m'a~'U'U fle:J:U~1 ~~ e:J'a~~~~'a~'U'U?f1'a?f'W ~ 'VlPl 

~- n1'a'U~VI1'a~~n1'a'a~G'ft:-i1'U~1VI~'U0i-:J1'U (User Password Management) 1~~1~tJ'Uf11'a m:u 

" Q.J tf QJ q 

Vl~mnru6f'l ~-:J'W 

~. (9) 1'Wmru~mi-:J1'W ~:u'a~?ft:-11'\.J (Password) 1~'1le:J~'U'a~?ft:-i1'W1VIlJ i6m'a'lle:J-:J~41'1le:J-:J 
'IJ 

'a~'U'Ufle:J:U~1 ~~e:J{~~~~'a~'U'U?f1'a?f'W~ 'VlPl n1VI'W~ ~'li'W 1 'Vl'a~~vl Vl~e:J e:Je:J'W 1m1 

~.lv mi-:J1'U ~e:J-:J~U~CJ'U'a~?ft:-i1'U (Password) 1VIlJ'Vln <9l tJ ~~~~'a~G'ft:-11'\.J (Password) 1mJ 
'IJ ' 

~e:J-:JW.J1tl'U'a~G'ft:-i1'U (Password) ~~:u 
ct. ~~~~~'a~'\.J'\.J ~e:J-:J'Vl'\.J'Vl1'W~'VlTif11'H-if1tl-:J'1Je:J-:Jmi-:J1'W e:J~1-:J,j'e:JCJtJ~~ <9l fl~-:J Vl~e:JJJfn'a~U~CJ'U~~'\.J~-:J 

'IJ'IJ 'IJ 

1~~~ri Ei'1eJ 1me:J'W me:Je:Jn Vl~e:J?f~~'Wrn'a41-:J ~~e:Jn1VI'W~~'Vl51~"e:J~fl~e:J-:Jm:u.rn""afi~~~LJ~CJ'W1'\.J ~~~~rn'a~n~1 
' 

fl11:uJi'U fl-:J'tJ~e:J~i1 CJ ~ 1:u~ fl ru~ m'a:u rn'au'am'a:u'Vl1-:JB ~~ n'Vl'ae:JiJ n~ n 1VI'W~ , 



.,; 
'\II:U1fl'VI Ql 

m~th'III'Lifl'\IIU1~fl11:ui'u~""mu"'JeJ.:Jm-tl.:J1'U . 'II 

(User Responsibilities) 

b~vrhvn.J~V!1J1~1"ll11J~'U~~'lJeJ'U'lJeJ.:J0i.:J1'U (User Responsibilities) b~el'UB.:Jtl'Uf11'Hi1ti.:J~~'U'U 
1"1B:U~lbl'lv1 bb(;'l~~~'U'U6'11~6'1'Ub 'VII"! t~EJ 1lJ1~~'UeJ'I.Jfll11'1 m~biJ~be.JEJ m~~l.:J~ V!~Bm~~'U(;'leJ'U'VhG11 b 'U1iv:JJ(;'l ,o~ ~ ~ 

6'11~6'1'Ub'Vll"fbb(;'l~n1~~n'll L1JEJvtJmru1 'Um~tJ~~1Jl(;'le.J(;'l~eJ:U(;1 (Process Device) 
' " 

(9). n1V!'U~bb'UlU~'Um'L!m~1i.:J1'U~~6'1~1'U (Password) bb(;'l~n1~bU~EJ'U~~6'1~1'LI (Password) 

tv. n1V!'U~ bb 'UltJ~u&l1 'U m~uv.:Jn'U ~~'U'U l"lv:U~l bl'l a1 bb(;'l ~~~'U'U6'11~6'1'LI b 'V11"11 'U'll ru~~1lJii eJl i .:!1'U 

(User) b ~BUB.:!tl'U 1:u 1 VferllJii~'V156'111.11~m i1ti-:~~~'U'UI"lv1J~lbl'lv1bb(;'l~~~'U'U6'11~6'1'Ub 'V11"11 'U'lJru~~1lJiim otl-:!1'U 
" " 

(User) ~bb(;'l 
" 
~ . n1V!'U~bb 'UltJ~u&J1 'Un1~1"ll'U~1J~'U'Vl~'V'l~ (Asset) bb(;'l~n1~b i1ti-:~~~'U'UI"lv1.1~1 bl'lv1bb(;'l~~~'U'U 

6'11~6'1'Ub'Vll"f (Clear Desk and Clear Screen Policy) 1~bbrl bvf16'11~ ~Bu'Ul1niv:u(;'l bb(;'l~iv:u(;16'11~6'1'Ub'Vll"f 
" " 

b ~a 1:u1 Vf~'U'Vl~'V'l~ (Asset) BEJL 'U.f11l~;.:Jb~EJ.:JI'ivm~bi1ti.:J t~EJerllJii~'V15 bb(;'l~~B.:Jn1V!'U~ 1 Vfmi.:J1'U (User) 
" " " 

aamnm~'U'UI"lv1J~lbl'lv1bb(;'l~~~'U'U6'11~6'1'Ub'Vll"lbi1a11-:~b1'U"il1nm~1i.:J1'U 
~. n1V!'U~ 1 Vfm otl'I1'U (User) B1"il111n1~b i1~~6'1iv1.1(;1 (Encryption) 1.111 in'U m~~'U~.:Jiv:JJ(;'l ~ 

" " " 
611fi'n1Vf~aia:u(;'l~ b tJ'UI"ll11J~'U'llv.:Jm:u6'1u'U6'1'U'U'U~m~6'1'1Jm'V'l t~ EJ 1 VftJ fiu&ll'l1m~ b tj EJ'U11~l EJ m~~m~1 

0~ 'U 'I 1 d.J 

bb'U1tJl}mi 

(9). m~1i-:~1'U~~6'1~1'U (Password) 1Vf~1 ~iJ'Um~ !ii'~\1 
(9) . (9) motl.:J1'U~v.:Jn1V!'LI~~~6'1~1'U (Password) 1'111JV!1Jl~~ tv iv <9l.~ bb(;'l~~B.:JbU~EJ'U~~6'1~1'U 

" 

<9l.tv m otl-:!1'U~B.:! 1:u1-ff~~6'1~1'U (Password) ~l1Jtl'U'UI"ll"l(;'l~'U bb(;'l~ llJm~ 1 Vf~~'U'UI"lB1J~l bl'lv1 
" ' 

V!~B~~'U'U6'11~6'1'Ub'Vll"f"il1~~6'1~1'U (Password) 1'Wm~bi11 otl-:!1'Ut~m)l'l t 'U~ 

<9l .~ m otl-:!1'U~v.:J1lJ biJ~be.JEJ~~6'1~1'LI (Password) G11V!~'Un1~bi1ti.:J~~'U'UI"lv1J~l bl'lv1 bb(;'l~ 
" 

~~'U'U6'11~6'1'Ub 'V11"11 Vf'U l"ll"l(;'l~'U~'U~ t~EJ bn'U b tJ'Um1:u~'U b6'1ii a'Ub tJ'UG'I:uu&J ~l'U(I]l Vf1:u"iJ~V!~a b ~ EJ'U~~"~ 1'U 
' " 

(Password) ffii.:J1'U11t'U~biJ~be.JEJ 

(9) .~ V!1niim11.1"il1bD'U~B.:J'UBn1~6'1~1'U (Password) bbrl'UI"ll"l(;'l~'Ub~B.:J"il1nm11.1"il1bD'U 1'W ._. ~ ... 

m~b i1ti.:JV!~.:J"il1f1~1 b iJ'UnTH6'1~"il~'Ubb~l1 vtb tJ~ ti'U1~6'1~ 1'U (Password) 1 V!lJ~'U'Vl 
<9l.ct V!1 nii n1 ~ f1 ~~vl11"ll11J ~ ~ bfi ~~'U "il 1 m:T qJ:fi 0-ff .:!1'U ( Username) bb(;'l ~~~6'1~ 1'U 

(Password) '1JB'I'UI"ll"l(;11~ 'UI"ll"lmr'U~ v.:Jii~l'U~l:u 1 'Uf11~~'U~ ~'llv'U\91 am~m~'Vl1m1:u~~~'U bi''Ubb~ b~1'1JB.:J 
' ' 

uqJ:fieJli-:!1'U (Username) 1~m~v11m~uv.:Jtl'UI'l11Jbb'UltJ~llii~n1V!'U~bb~l 
tv. eJlotl-:!1'U~B.:!BBfl"il1m~'U'U (Log Out) ~'Ui1bi1m~n1off.:J1'U~~'U'UI"lB:U~lbl'lv1bb(;'l~~~'U'U6'11~6'1'Ub'Vll"f 



bn . nT~fll't.HU.J~'h.J'Vl~'V'l ~ (Asset) bbE;1~nt:'H oU1()~~:::L.J'lifHll.JVl1 b~"El~ mu~~:an.J G'f1~6fU b 'Vll'l (Clear 
' 

Desk and Clear Screen Policy) 1~~1bi'1'Um~ml.JVI~mnru611 ~~.Q 
bn.(9) ~~LJL.Jfl "Ell.JV11 b~ a~ bbE;1 ~~~LJLJ G'f1~G'f'Ub 'Vll'l ~1l.J ()~a'\.J mru1 'U n 1~'\.J ~~l.J'JE;1 t:.J E;1oU "Ell.JE;1 

' 'U 

(Process Device) ii1~fi'\.J~~G'f~fib ~a1 ~ 'Un1~'\.Jrhj'~~1'U'IJB~ml.JG'!UL.JG'f'U'UL.J~n1~G'f'IJ.fl1'V'lb vh,!'U 
'I d.J q " 

bn .lv mi~1'U~a~~u~~'llau~a~'U'Vl~'V'l~ (Asset) 'l.la~ml.l?fUL.J?f'U'UL.J~m~?f'l.lm'V'l bbE;1~ 1 mi 
\J ·:· . , , 

~1'\.J~'d CJ fl11l.J~~~~~d'~ b?fi!a'Ub tl'U'Vl~'V'l ~~'U~'d'U ~'U 

br1 .br1 m.ff~1'U~B~hJ~~bbDE;1~VI~B1lJ~~~~a'\.JmruVI~"El615m'J~Jlbb'J~~ '"' ~bfi~"El~fi"Ell.JVllb~"El~ 
" ' I 

Vl~mfi~B~flal.l'Vll b~a~'V'ln'V'l1 Vl~a~~uuflal.l'Vll b~a~ bbn~~~uu611~?f'Ub 'V11'11 'Umru~ilm1l.l"il1 b U'U 1 'Um~ 1 -ff~1'U 
b~l.Jb~l.J 1~bb~~fl11l.J'\.J~~G'f~fi'V'l~"Ell.JbVI~t:.JE;1~"El~~bb6'l~~L.JL.JG'f1~?f'Ub'Vli'1'1J"El~VI'll1CJ~1'U~'U61~n~ 

' 'U'U 

bn .~ m .u~1'U~"El~ 1 im1m~~~~~1~ 1 'U m~u'UVin.Ual.J6'lG'f1~G'f'Ub 'V11'1111 'U"El'\.J mruu'UVin.Ual.J6'l 
'U \.1 " 'U 

bb L.JL.J'V'ln'V'l1 Vl~am~~fl11l.J"il11 'U 1 'Vl~i3l'V'lv'iilai'ia b~mJa~n'Um~~11 Vl6'l'IJB~oUBl.J6'l 
'U 

bn.ct L.Jflfl6'l.f11CJ'Uan~b~ CJ'JoUB~ num~~1 b i1'U~1'U~1'U?f1~?f'U b 'Vll'l ~a~'IJBB'U~~ b U'Um CJ 
' ' 

~n'l'JrueJ'n'l'J~na'UboU1'\.J~lli1~1'U 

bn.b n1~vl16'11CJB'I.JmruU'UVinoU'Vl.J6'lVI~"Eln1~\hB'\.Jmruu'UVinoU"EJl.J6'l n~L.Jl.J11 -ff~1'U 1 VllJ1 ~ 
, ~ 'U " '\J 

" ~1bi'1'Un1~ ~~i1 

bn.b.<9> m~v116'11CJa'I.Jmruu'UVin.Ual.l6'l b-d'U Flash Drive CD/DVD ~1~~~?fn b'Vl'I.J 
' 'U 

b U'U~'U 1 mil5m~'Vll.J VI~"Ell.J~ 1 ~b~CJVI1CJ Vl~me..nvl1i;n(J~'JCJi5m~vl16'11CJml.Jl.l1m~1'UG'f1n6'l VI~"El~1l.J~ ' ~ 
.c:t. ~ Q. I' 0 

flru~n~~l.lm~u~n~~l.J'V11~"Elb6'ln'Vl~B'Un?fmVI'U~ , .·• 

bn .b.lv m~'t11a'\.Jmruu'UVin.Ual.l6'11'\.J1i~1'U1VIlJ 1~'V'Ja~bbl.J~ (Format) a'\.Jmru 
' 'U ' 

u'UVin.Ual.l6'l,!'U 1~ CJ 1 ii5m~'V'Ja~bbl.J~ (Format) ml.Jl.J1~~~1'U611n6'l VI~B~1l.J~flru~ m~l.l m~u~ m~l.l'V11~ 
'U ... ' 

c::t. ~ c::t. 6' 0 

m6'l n'Vl~B'Un?fmVI'U~ 



(Network Access Control) 

1~t'lth:::fl.:Jfl • 
b ~B 1 ~iifl1~1"11tJfll.l bb~~{l B-:Jtl\J fl1~toU1~-:J ~fl~BoU1~ 1 ~iil"l11l.l~'Wfi-:JU~ a~.fl ~ 

q 

<9l . n1'V!'W~bb 'W1tJ5W\1 'Wfl1~boU1~-:Jbfi~BoU1~"1JB-:J0 .ff-:J1'W (User) bu~1~-ffiJ11'tJB'4qj11111 ~'toU1~-:J 
tv. n1'V!'W~bb'W1'\.Jf1u~1'Wm~~'W~'W~1111'W~1'Vl1'um.ff-:J1'W~mJm~'WBtlB-:Jrlm (User Authentication for '6.J 'IJ 'IJ 

External Connections) 1~~~mn1'V!'W~1~iim~~'l.JtJ'W~1tJflfl~na'W~"il:::B'Wtu11111~m.ff-:J1'W~B~m~'WBtlB-:Jrlm 
'I 'I Ql '\J cu 

t'11l.l1~() 1 .ff -:!1'Wbfl~ a-d 1~ ~~tJtJfiBUVh bi11B1 bb~~~~tJtJ?I1~G'I'Wb VlPl"lJB-:Jml.J?IU tJ?I'W 'WtJ~ fl1~t'1"1J.fl1~ 1Jl 
q ' 

rn. n1'V!'W~bb'W1'\.J5u~1'Wfl1~~~~~tJmrutJ'Wbfi~BoU1~ (Equipment Identification in Networks) 1~~ 

~ B-:Jn1'V!'W~1Bfl1~~ ?11l.J1~m~tJ atJmrutJ'Wbfi~BoU1~ 1Jl bb~~~B-:J 1-ff fl1~~~tJ mJ mrutJ'Wbfi~BoU1~ bti'Um~~'W~'W q.. , , 

~. n 1'\I!'W ~ bb 'W1 tJ 5 u~1 'W tl1 ~ij B-:J tl'W~ ~ 1111 ~1 <ff~ 1'Vl1'tJ 111 ~1 "il t'1 B tJ bb~ ~tJ 1'u bb~-:! bb tJtJ (Remote 

Diagnostic and Configuration Port Protection) 1~~~B-:Jfl1tJ~l.ltl1~boU1~-:J~B1111~1-ff~1'11!1'tJI11~1"il?!BtJ 
bb~~tJ1'tJbb~-:J~~tJtJ~-:Jfl1~boU1~-:!Vl1-:Jfl1W11~bb~~Vl1-:lbfl~BoU1~ 

ct. n1'V!'W~bb'W1'\.J5u~1 'Wtl1~1"11tJ~l.ltl1~b~m.J~BVl1-:Jbfi~BoU1~ (Network Connection Control) 

1~ ~ ~ B-:JI"ldtJ fll.lfl1~ b .U1~-:J'V!~B 1 .ff-:J1'Wbfi~B"li1 ~~ij m~ 1 <ff~1l.ltl'W'V!~B b ~Bl.l~ m~wi 1-:J'Vlth ~-:J1'W 
' 

b. n1'V!'W ~ bb 'W1 tJ 5u~1 'W tl1 ~fl1tJ ~l.l n1 '~~ ~ b?f'WVl1-:JtJ'W bfi~BoU 1 ~ (Network Routing Control) 

b ~B 1 ~fl1~b ~Bl.l~B"lle:J-:Jfle:Jl.!Vh bi11B1Lb~~ m~?i-:J~1'W'V!~B 1 'II!~ Li ~'W"lJB-:!oUBl.J~'V!~B£'11~?1'Wb VlPl bb~ ~ m~?i-:JoU Bl.l~ 
'IJ 'IJ 

?11~?1'Wb VlPl?IB~fi~B-:JntJ bb 'W1tJ5u~ fl1~boU1~-:J bb~~fl1tJ~l.l m~ 1 .ff-:J1'W?I1~t'1'Wb VlPl (Access Control) bb~~ m~ 

1.ff-:J1'W\111l.lm~n"ilb~BI"ldtJ~l.lfl1~boU1~-:J?I1~?1'WbVIP1 (Business Requirements for Access Control) 

bb 'W1tJl)u~ 

(9) m~b .rr1~-:J bfl~a-u1~"1Ja-:Jm .ff-:J1'W 
'IJ 

<9l .C9l m~1.ff-:J1'W~~tJtJbfi~B"li1Wl1~'WBtl (Internet) 1~~1b'W'Wfl1~ ~-:Jd 
(9).(9).(9) n1'V!'W~1m.ffuru~m<ff-:J1'W (Username) bb~~~~?I~1'W (Password) "llB-:! 111 'WbB-:J 

... 'IJ 

~1'Vl1'tJ b -ff11 .ff-:J1'W ~~tJtJ bfl~BoU1 Wl1 ~'WBtl (Internet) 

(9).(9).~ ~1l.l 1 .ff -:J1'W~~tJtJ bfl~ a"ll 1 Wl1~'WBtl (Internet) ~ij tll~fi~BtJ ma-:J bb tJ'WI'i'1 ~-0 
(Bandwidth) ~-:J~'WL~moffa-:Jnum~tJ5u1i'Vl'U1~~1"llfl1~ 1Jlbbfl ~1~fl1~U'WbVJ-:J~1-:J 11'Wb1m~1"llfl1~ 

... ... ~ 1 ' "'1 ' 1" ' ~ 1 6' d Q.J .Q C9l .C9l.rn '\1!1l.Jb"IJ1"lll.lb1tJ "1!111Vl l.Jb'V!l.J1~t'1l.J ~bbf1 b1tJ "1!111Vl"1J~Plii't5':i':il.J ii'l1l.Jf1e:J'Ullill':i 

L iu 1"1lv1~i1L da'V!1~vh 1 ~t'1mu'W"ll1~ P11?1'W1 bL~~~~~l.l'V!1tl~l11~cJ L~Bl.IL~~ 
(9).(9).~ ~ 1l.l b tJ ~be.! ~off Bl.l ~~ ~·r) fll'\1!~ a off Bl.l ~~ b ti'Wfl11l.l~ tJ"lJB-:Jml.lt'1UtJt'1'U'WtJ~ m~t'1"ll.fl1~ 

\1 0~ \1 'I , 



C9l.C9l.c:f 1'1 €1\IU ~ '\J~ ~ 1:1.Jf'j 'H~ ':i1"1:JD tl! ~~orr -e:n.J mh1 6'11 ':i'tl B \1 'n"1l f11 ':i f'j. ;at. \vc:fCS:o 

f'j':i:::':i1"11DtlJ1lJ'i'i1~-;mm':im:::vhfl11:W~~~~miluflB:W~1~~B1 f'j_;at_ ~vc:rc:ro ~~~:::~~~m'tl~~:w~~:w f'j':i:::':i1"11DtlJ~~m':i 
1n~1Fl11:W~'Ufl\IU~B~JlCJ 161l~UB1 f'j_;at . lvctt>lv f'j':i:::':i1"1J'\Jn lnl~fi':wfl':iB\IorrB:w~?i1'UUFlfl~ f'j_;at . lvctt>lv 1~mfl~\lfl1~ 

ot:o~ q '\.1 q 

(9).(9). b l'i'B\I':i:::l!m:::1\lm':im1'UL Vl~~ 1 vJ~orrm.J~Vl~B1 'tJ':i~~m:w~1\l~ ~f'j':i1:::B11il ~ U'U 

m':i~::: d1~'Vl1f'j ~~'U'Vl1\lururu1 Vl~Bm-;uvh t ~nl 116'lflB:W~1 ~~B1u mn 1-;u:w~':i:::uu FlB:W~1 ~~ B1~~~:::':i:::uu 
QJ QJ q q 

®.lv fl1':ili\11'Uiil~Vl:W1CJ~lb~fl'Vl':iB'Wn~ (E -Mail) 1~~:W'U~'U:W (Domain Name) 'tl€1\lfl':i:W 

6'1UU6'l'U'UU~fl1':i6'f'tlf11f'j (@hss.mail.oo.th) 1~~1~'W'Ufl1':i ~\I.Q 
' ' ::. 

®.lv.® ~1:1..1 1 i'I1'U~~Vl:W1CJ~Jb~ fl'Vl':iBiJ fl~ (E - Mail) 1 'U'Vl1\l~hj~ n\?l B\1 ~~fl~Vl:I.J1 CJ 

1i'I1'Uiil~Vl:W1CJB~~fl'Vl':iB'Wn~ (E - Mail) ~?i'I1~CJ1~~:W'U~'U:W (Domain Name) 'tlB\Ifl':i:W6'1UU6'l'U'UU~fl1':i6'l'tlfl1f'j 
' ' 

®.lv.m \?l B\l~':i11il6'1BU~mr ?f \llil~Vl:W1 CJB ~~ fl'Vl':ie:JiJ fl~ (Sender) n B'U ~ tJ ~Iii ~Vl:W1 CJ 
'U 

B~~fl'Vl':iB'Wn~ (E -Mail) ~~B'IJB\Ifl'Ufl1':i~tl~1vJ~a'U~':i1CJ~m-;uiib16'lflB:W~1~~B11~muf'j1::: Executable File 

1~~~n 1vM~ii'U1:W6'lfl~ .exe, .com, .bat ~~~::: .inf ~m-;uthorr1?l':i:::uu~Fl~B'li1CJfl':i:W6'1UU6'l'U'UU~fl1':i6'l'tlfl1f'j 
'I cu q q 

®.lv.CS: ~fllil1flfl1':ili\11'Uiil~Vl:I.J1CJBti1fl'vl':iWfl~ (E-Mail) l'i'rnB€lfllil1fl':i:::UU (Log Out) Vl'UVi 

®.m fl1':ili\11'U~Fl~B'li1CJH6'11CJ (WiFi) 1~~1~iJ'Ufl1':i ~\I.Q' 
®.m.® er~~~~':i:::uul?i'u\lvl1fl1':i~U~CJ'Urh Service Set Identifier (SSID) ~t1flrl1Vl'U~ 

'U'U 'U 

~U'Url1:W1~':iJI1'U:W11il1fl~ ~~ ~VI'UVi~'l11~'tJ mrum:::lil1CJ~tljtlj1tu~~ uu 1 ~6'11CJ (Access Point) :1..11~ ~~\1~ ~B 1 i'I1'U 

®.m.lv erli'I1'UI'i'B\Ili~e:JDfll~erli'I1'U (Username) ~~~:::':ii16'le.i1'U (Password) ~~U'U 
'U ·~ 'U 

'tlB\I~'U~B\11 'Ufl1':i~6'11il'I1~1~'U (Authentication) ~~morr1 1i'I1'U~Fl~B'li1CJ H6'11CJ (WiFi) 
" 

@).Ql.Ql m i'I1'UI'i'B\I hJ'l11 ~Fl~€1\lfle:J:W~'J ~~e:J1f'jflf'j1~~~:::m.J mru~B6'11':i~Fl~B'U~ ~ ~ U'U 
\J . q 

'Vl1f'j~~'U'tJB\Ifl':i:W6'1UU6'l'U'UU~fl1':i6'l'tJJl1f'j 1m i'I1'U~Fl~B'li1CJ 1 ~6'11CJ (WiFi) ~1~'l11~~B~B 
' ' 

C9l .m.cs: eTI i \11'U 1~m':iv11u':i m':i:w'Vl1\l m':i ~~'U'Vl1\IB ~~n'Vl':iB'W n ~':i:::VlrJ1\I n1':i 1 i'I1'U 
'U ' 

~fl~B'1J1CJ 1 ~6'11CJ (WiFi) ~ ~B\IIil1fl€!11il ~n~Fl11l.J 1~'tJ~B~JlCJb~~:::€!11il'tl1~fl1':i~ ~B:W~B'tl€l\l~tljtlj1W 
®.m.c:f ~1:1..1 m i'I1'U ~ ~ ~ \1 ~~~::: ~ tJ ~ fl1 ':ivl1 \11'U b 'tJ ':i ~~ fl ':i:W ~ fl ~U orr B :W ~ (Network 

'U 'U 

~1:1.Jf'j':i:::':i1"1JD tljtlj1irJ1~1 CJ fl1':im:::vl1Fl11:W~ ~ ~~m flUFlB:W~1 ~~B1 f'j . ;at . lvc:fc:fo ~~~:::~ ~~m 'tJ ~ ~:w ~~:W 
®.CS: fl1':i1i'I1'U~Fl~B'li1CJ~\Ifl:WBB'U 1~'11 (Social Network) 1 ~~1~iJ'Ufl1':i ~\I.Q 

®.CS:.® fl1':i'l11~6'l'UmdBVl1orrB:w~eJ 1'U~Fl~B'li1CJ~\Ifl:WBB'U 1~'11 (Social Network) fi1CJ 11'1 
'U 

' I QJ Q 0 -C::li QJ Q I I 0 Q 

Vl'U1 CJ\11'U'tl€l\lfl':i:W6'l'U UG'l'U 'UU':i fl1':i6'l'tJJl1f'j Fld':i'U 1 b6'l'U€lbfl tJ1flUfl1':ifl"'il\11'U'tJB\IVl'U1tJ\11'U b "1l'U (!.J~ fl1':i~1 ~ 'U'U\11'U 
' ' 

~~~:::'1l116'11':i 1~CJfl1':i'l11 ~orr 1orr B:W~I?i' B\1 ~ U'Uer ~1~ 1u:we:JUVl:W1CJiil1 flVl'l11 CJ\11'U ~~~:::1'1 B\1~1:1.Jf'j':i:::':i1"1JD ru ru'i rJ1~1 CJ fl1':i 
'U \J v QJ 

m:::v11Fl11:w~~~~miluflB:W~1~~B1 f'j_;at_ ~vc:rc:ro ~~~:::~~~m'tl~~:w~~:w 

®.CS:.Iv ~1:1..1 ~ tJ ~ ~~ CJorr B:W ~ G11 rl ru~ ~ U 'U Fl11:W~ U'tl B\1 fl':i:W 6'1UU 6'l'U 'UU ~ fl1':i6'l'tl fl1f'j eJ 1'U 
\J QJ , q 

~Fl~B'li1CJ~\Ifl:WBB'U 1~'11 (Social Network) ~ 1'U~~~1~1UB'Utu1~"'il1flb~1'tlB\IorrB:w~ 
'"' 'U 



.:J~Ll'Ufn~ 1~1'1B'U~'JCJfn1l.J~'ULL ~.:J LL~:::m~oW"il1~ru1tJ1fn1l.Jfl~ L ~'U~.:Jfl~T"Jl.J11-ifl 'UfYl~oW\OlJ'U1tJ-rutJ~.:J\?lB 1 tJ 
' ' 

<9>.~.~ ~1l.JLL61~-:Jrl11l.Jfl~b~'U~B11i1Vh 1 ~b .rr111il'Jl L tJ'Ufn1l.Jfl~ L ~'Uiil1 flml.l61iJU61'U'U 
! __ • " " 

'U~f11~61"1J.fl1'V'l LL~:::~B.:JLL61~-:J-rrBm1l.l~1tl~rl11l.J-rue:i~'1JB'U (Disclaimer) 11Ltl'Url11l.Jfl~b~'U~1'U~1 
' 

<9l.~.cr Vl1 mn~r11 1l.l e:i ~'V'lm~ lil1fl n1 ~1 off.:J1'ULrl~B~1 tJ ~.:J rll.l B B'U 1m1 (Social 

Network) erloff.:J1'U ~B.:J-rue:i~'1JB'Url11l.JL~tJ'Vl1tJ~Lfi~~'ULL~:::~1L'U'UfYl~LLm"IJ~'UVi 
'U 

lv. m~~:::~~tJmrutJ'Ubrl~B~1tJ (Equipment Identification in Networks) 1~~1L'W'Ufl1~ ~.:J-d 
lv.<9> ~-rue:i~'11BtJ~1'U611~61'UL'Vlfill"lleJ.:J'Vl111tJ.:J1'U~B.:J~~vhir.:J~:::uuLrl~B~1tJ (Network Diagram) 

'V'l~Bl.J~1tJ~:::L~tJ~BtJmrutJ'ULrl~B~1tJ~L~'U11~1LtJ'U\?lBm~1off.:J1'U 1~LLn fl~l.JBtJmru L~"IJ~B~1B~ (IP Address) 
, , " 'U 

LL~:::Vll.J1tJL~"IJLO'V'l1:::BtJmru (MAC Address) 1~tJ1~tJ-rutJ~.:J'Vlfl \v tJ Vl~Bml.lrl11l.JL'Vll.J1:::61l.J 
' ' ' 

\v.\v fYl~tJ1 Lrl~B.:JrlBl.JoWl Ll'lB1Vl~BBU mru~B611~ Lrl~B'U~ l.J11 off.:J1'U'U'ULrl~B~1tJ~B.:J 1~-ru 
' 

bfl. m~tlB.:Jtl'U'V'lB11'1~1i611Vl-rum11i161BtJLb~:::tJ-ruLLI?i.:JLL'UtJ (Remote Diagnostic and Configuration 

Port Protection) 1~~1L'W'Um~ ~.:J'if 
bfl.<9l fl~l.JL'Vlrl1'U~~611~61'UL'Vlfilllj~LlNI'l~1"il61BtJ 'V'lB11'lm-ffci'1Vl-r'UI'l~11il61BtJLL6'1:::tJ-ruLLI?i.:JLL'U'U 

' 'U 

" 
(Remote Diagnostic and Configuration Port Protectj~n) ~1l.J~.:Jfl1~fll'UfJl.lfl1~L.rr1(i.:J'V'lB11'l'V11-:Jfl1tJ.fl1'V'lLL6'1:::Lrl~B~1tJ 

bfl .lv fl~l.JL 'Vlrl1 'U 1~~611~61'\.JL 'Vlfill~~.:JLU~ 1 off.:J1'ULO'V'l1:::'V'lB11'1~~1LtJ'Uci'1Vl-rum~ 1 off.:J1'UL vhJ'U 
' 

LL~:::~B.:Jm1"il61BtJ'V'lB~~~LU~ 1 ~u~m~ B~1-:JUBtJD~::: <9> rl~.:J 
~- m~rl1'Urll.Jfl1~L~Bl.JI?iB'V11-:Jbrl~B~1tJ (Network Connection Control) 1~~1b'U'Um~ ~.:J'if 

' 
~-<9> fl ~ l.J b 'V1 r11 'U 1~ ~ 611 ~61'U L 'Vlfill ~ B.:J &J ~ ~ .:J ~:::uutJ B.:J tl'U fl1 ~'U m fl11il l.J ~'V11-:J brl ~ B ~ 1 tJ 

' ' ' 
(Firewall) L~B1offLtl'U"il~fn'Urll.JfYl~L~Bl.ll?iB'V11-:Jbrl~B~1tJ (Network Connection Control) 

' ' 
~.\v ~~LL~~:::UU~B.:J 1~ bU~ L~-JtJ-rrBl.J~ fl1~b ~Bl.JI?iB'V11-:J Lrl~B~1 tJ nB'U 1~-r'UB'Utu1~1il1 fl fl~l.J 

'U'U \J "cu , 

b'Vlrl1 'U 1~ ~611~61'\.JL 'Vlfill 

~.bfl ~~LL~~:::uuij'V!U1m'Ufl1~fn'UfJl.Jfl1~b~Bl.JI?iB~qjqJ1ru'Vl~BtJflb~fl fl1~L~Bl.JI?iB~qjqj1ru 
1'11l.l~1~-ruB'Uf1111'Jiil1flfl~l.JL 'Vlrl1 'U 1~~611~61'\.JL'Vlfill ~.:J-d Vl1fl'V'ltJ.rrBe:i~'V'lm~Vl~m ~'U11 Vll.l~fn1l.l~1Ltl'U 1 'Ufl1~ 

'•t: ' 

L ~Bl.ll?im1'ruru1ru 1 ~~1tJ.:J1'Ufl~l.lb 'Vlrl1 'U 1~~611~61'\.JL 'Vlfill~'UVi ... ... ' 
~-~ fl1~b;sBl.JI?iBbrl~B~1tJ611~61'UL'Vlm:::Vl11-:Jml.J61iJU61'U'U'U~fl1~61"1J.fl1'V'l tltJVlt.htJ.:J1'U.fl1tJ'UBfl 

' ' 
~B.:JM-ruB'Utu11'l"il1flBTI'U~bL~:::b~Bl.JI?iB~1'U~:::tJUbrl~B~1tJrlBl.JoW1LI'lB~"llmerl~tJ~fl1~~ijrl11l.l'l11b~B~B 

't ' lill 'U 

cr. fYl~fn'Urll.lfl1~~~b~'U'V11-:JtJ'Ubrl~B~1tJ (Network Routing Control) 1~~1b'U'Um~ ~.:J'if 
" ~-~ 

cr. ~ ~~bb~~:::uu~B.:Jrld'UfJl.lfl1~~~b~'U'V11-:JtJ'ULrl~B~1tJ (Network Routing Control) 

L ~B 1 ~fl1~L ~e:Jl.JI?ien:::utJrle:Jl.JoW1LI'leJ{LL~:::~:::'UtJ611~61'UL'VlfillL tJ'U hJeJ~1-:JijtJ~:::~'VlTI.fl1'V'l LL~:::m~-ru - ?f.:JVl~eJ 
fl1~ 1 VI~ LltJ'U"IJB.:J-rre:Jl.J~Vl~B611~61'UL 'VlfillL tl'U 1 UB~1-:J~1~L ~d 

'U 

5LI I CV .r::::ll. CV Q..IQ I J/ 0 .o::t. ..::::'111 CV .0::.. ~ 

'UBtJfl11 ~o l'U fn1l.l~~ml.l'V'l~:::~1'1ltJqJqJm1mtJm~m~'V11fn1l.l~~LfltJ1fltJrlBl.l'V'l1LI'lm 'V'l .fill . ~vcrcro 

LL~:::~LLm"llb.yil.Jb&il.J 



1~mtJ~::~.:~f'l • 

..; 
'Yill1fi'VI &: 

nT~fl1'Ufllln1'n.ij1il.:~~::uutJ~u~m~ 

(Operating System Access Control) 

b~BmUFJ11fl1'HoU1(i\l'j:::'LJu'tJi)D'~n1'j (Operating System Access Control) b~B'IJB\Ifl'U fl1'j 

b oU'1(i\J'j:::uu'tJi)u"i fl1'j 1~v 111 1~-rum~qJ11'l 

'UbV'U1V 

(9) . tl1VI'U~ bb 'U1't.Ji)D'~1 'Ufl1'jb oU'1(i\l'j:::tJu'tJi)D'~m'j 1~v~B\Iijfl1'ji"J1UFJ11fl1'jb -tl1(j\1~1 vi5m'j~'U~'U 

~11'l'U~DrtB~JlV 

~ - tl1VI'U~bb'U1'tJi)D'~1i\11'U1'tJ'jbbfl111B'j'jtJ'tJ'j:::1v"11'11 (Use of System Utilities) 1~vm'j~1n~ 

bbrt:::l"l1'UI"l11fl1'j1 oU\11'U 1 D'jbbfl111eJ'j'jtJ'tJ'j::: 1V"lltJ b ~mJB\Ifl'Ufl1'jrt:::dJ~VI~BVI~flb~V\1111mfl1'j m111if'UI"l \l 
' 

't.Jr~v~.nvvi't~n1VI'U~ H 

bb'U1tJ~u~ 

<9l. rnoU\11'U~B\11oU1Jru~rnoU\11'U (Username) bbrt:::'j~G1e.i1'U (Password) "1JB\II'l'UbB\I 6'11VI-r'UboU1(i\l 
" "' " 

'j:::uu't.Ji)u"im'j 

~ - 0 oU\11'U 1~ij~v(~b LJ~v'Ubb LJr~\1 bbm "1Jfh~1\l 1 "1JeJ\J'j:::uuLJlJ~m'j b'li'U 

~.(9) Product Key VI~B License "1JB\J'j:::'LJu'tJi)u"im'j 

~-~ fi11"1B'UYlflQb'j.rr'U (Configuration) ~1\1 1 b'li'U Computer Name, IP Address b'iJ'U~'U 
rn. fl1'j~1fl~bbrt:::l"l1'Uf)11fl1'j 1i'ITU1 'tJ'jbbfl111eJ'j'jtJ'tJ'j~ 1v"11'11 (Use of System Utilities) tl1VI'U~ ~\ld 

rn.<9l 0oU\11'U~B\11~~~bbDri\IVI~B~~~\11 'tJ'jbbfl111eJ'j'jtJ'tJ'j::: 1V"1l'U1~ '1 'LJ'U'j:::'LJU't.Jij1J~ fl1'j 

~\1m 'Umru~ij~"~1111~1b 'iJ'U 1 'Ufl1'j1 oU\11'Ub ~11 b~11 1 ~bb~\11"11111'tJ'j:::G1\Ifl~B~-rutj~"1jeJ'LJ~1'UG11'j61'Ub 'Vl P1"1JB\I 
" 

' VI'U1V\11'U 

rn .~ fl1'j 1 oU\11'U 1 'tJ'jbbfl111eJ'j'jtJ'tJ'j::: 1V"lltJ~'U '1 'UBflb VltiB~1fl~~~~\1111fl'LJ'j:::'LJ'U'tJij1J~fl1'j 
b'li'U 1'tJ'jbbfl111~fl..ijuoU'v11rt (Network Sniffer) 1'tJ'jbbfl111'tJ'j:::b.fl'Vl~fl..ij''LJ'j~G1e.i1'U (Password Sniffer) bbrt::: 

" 
1 'tJ'jbbfl111 Formatter tl1VI'U~ 1 ~~~bbrt'j:::'LJ'UVI~B~vi1~-ru11B'UVI111V bvh,1'U~m1'Vl51 oU\11'U 

"" " 



..,; 
'VI111(;1VJ b 

m,-fl1'Ufl11m,-b 'Yi' 1il.:~l thbbmllt.h~f.l n~vr~emvtJ'W~ bfl'ti''IJbb~~fl1,-fl'IJb Vlft • • 
(Application and .Information Access ControO 

b ~amu~11 bbrt ~u B\ltl'IJ m~ b oil1il\11 'tJ~bbm11th~~ n ~Vl~B bb B'V'fV~~ bfl.ff'IJ bbrt ~?11~?1'Ub 'Vll"l (Application 

Information Access Control) 1(;1CJ11111i1'~umJru1\11 
' " 

(9). n 1 Vl'U (;I bb 'IJ 1 'tJ n 'IJ~ 6'11Vl~'U ~ ~ 'U 'U fl €111~1 b\11 eJ ~ bbrt ~ ~ ~'U 'U 6'11 ~ ?I'U b 'Vll"l~ '111 ~ eJ f) 1 ~~'U f) 1 'U ~ i1 

~r~ m~'Vl'U bbrt~i1fl11116'111"lqJ~\I~ a m11?1tJ'U?I~'U'U~ m~~'1Ji11~ 1(;1 CJ~B'I11i1~u m~ bbCJ n a an "il1 m~uu ~'U 1 bbrt~ 
iJ f11~fl'"J'Ufl116'1i11~ bb 1(;1~ €1111(;1 CJ bu~1~ ~~€111~\11 ~i"Jf11~fl'"J'U fl11 bfl~B\Ifl€111~1 b\11€1~ bbrt~B'tJ mru~€16'11~ 

' ' ' 
bfl~B'U~ ~'tJi)u'1l\11'1J"il1f1i11CJ'IJBf1B\Ifim (Mobile Computing and Teleworking) 

\D. tl1Vl'U (;I bb 'U1'tJ ij'IJ~1 'U f11~fl1'U ~11 bfl~B\1 fl€111~1 b\11 B~ bbrt ~ ~'tJ mru~ €16'11~ bfl~ B'U~ 1(;1 CJ ~ B\1 tl1Vl'U (;I 

oila'tJ ij'IJ~ bbrt~111 \11 ~f11~~ b Vl111~ 6'111 b ~ B'tJ flU B\I~~'U'Ufl€111~1 b\11 B~ bbrt ~ ~~'U'U ?11~?1'1J b 'Vll"l bbrt ~oil B~rt ?11~?1'U b 'Vll"l 

"il1 f1fl1111 b~CJ\I'lJB\1 n1~ 1-if bfl~B\Ifl€111~1 b\11 B~ bbrl ~B'tJ mru~ B?l1~bfl~ B'U~ 
' 

bll. n1V!'U(;l bb 'U1'tJi}u~1 'U m~'tJi)u~\11'U"il1f1i11 CJ'U an611irn\11'U (Teleworking) 1(;1 CJ ~ B\1 n1V!'U(;l 

oil a'tJ i)'IJ~ bb~'IJ \11'U bbrt ~.rr'U 111 a'U 'tJ i)'IJ~ b ~ a'tJ ~u 1-if6'11Vl~u m ~'tJ iju~\11'U "il1 nn1 CJ 'U an 61Tu n\11'U 

bb'IJ1uiJu~ 

®. m~fl1'Ufl11n1~boil1il\1?11~?1'Ub'Vll"l (Information Access Restriction) 1 ~11l1biJ'Um~~\ld 
' 

® .® er(;l bbrt~~'U'U (Administrator) ~B\Itl1V!'U(;l1 ~m -if'I1'U~ b oil1il\I~~'U'UflB11~1 b\11€1~ bbrt~ 
~~ ~ 

~ ~ 'U'U 6'11 ~?I'U b 'Vll"l ~ 1 'U bfl ~ B<th CJ i11 CJ 'U B n 1 ~~'U ~\I oil B 11 rt ~ 1 'U bfl ~ mh CJ ~1 'U 1'?11 b?liJ B 'U (Virtual Private 
~ 

Network : VPN) 

(9).\v m~fl1'Ufl11n1~boil1il\1'1JB\Ier~u{)1\l (Outsource) ~1CJrt~bBCJ~'tJ~1f11l\11111i11fl~'U1f1 ' ~ ~ 

h ~~'U'Ufl€111~1 b\11B~bbrt ~~~'U'U?I1~?1'Ub 'Vll"l~\111~€1 m~~u m'U il~r~ m~'Vl'U bbrt~ilm1116'111"lru?l\l~ a 
"~ 

m11?1tJ'U?I'U'U'U~m~?l'llm~ 1 ~11l1biJ'Um~ ~\ld 
' ' 

lD. (9) ~ ~ u u fl a 11 ~1 b\11 a~ bbrt ~ ~~'U'U ?11 ~?I'U b 'Vll"l ~\111 ~am~ ~u m 'U i1 ~ r~ m ~ 'Vl'U bbrt ~ i1 

\D.®.® ~~'U'U f11~'U~Vl1~~ (;I m~m111~'U fl\l'tJ rt a~Ji' CJbbrt ~ bfl ~B<th CJ 11i1 bbfl ~~'U'U 
Antivirus ~~~'U'U Backup System,~~'U'U Domain Name Server,~~'U'U Dynamic Host Configuration 

Protocol,~~'U'U Network Management,~~'U'U Network Monitoring bbrt~~~'U'\.J~(;'Ibn'Uoila~r~nm\1 

h®.!D ~~'U'Un1~'U~Vl1~n1~b~'Un1~fl~\li11fl~\i~~~'U'U€ib~n'Vl~Bi1n61 (GFMIS) ... ~ 

h lD ~~'U'Ufl€111~1 b\11 B~ bbrt~~~'U'U?I1~?1'U b 'Vll"l ~\lb ~ Bf11~~'U f11'U i"J~rt m~'Vl'U bbrt~i"J 
fl11116'11rl UJ?I\1 ~ eJ m11?1tJ'U ?I'U'U'U~f11~?1'1Ji11~ ~ B\11\i)~'U f1 1~~ (;I ~\1'\.J'Ubfl ~B\Ifl€111~1 b\11-e:J~ bb:IJ'IJ1 CJ bbCJ f1 eJ eJ f1"il1 f1 

V'\J 't 't 

.d 
~~'U'UB'U1 



II 1 II 1 
iJ' II I~ .::110 QJ «::it. QJ ~ «::it. 6' II QJ 

tv . m t!-l ~ bb6'1 'a~'U'U ~ €1-\1 bb 'U'I'V'fU'Vl611V!'a'U n11~ ~~'I bfl'a €1-\1 fl€l:U~'J b~ €11 bb:U"lJ1 CJ ~ 1:U 'a~ ~'U 
'IJ'IJ 

m1:u~1l'i' t1J bb6'1~fl11:UtJ6'1 B ~.n CJ"1l€l'l'a~'U'U fl B:U~'J b~ B{ bb6'1 ~-a~'U'U611 161'\.J b 'Vl 1'1~'111 ~ B m -a -a'U m'W i1 t!-l 6'1 m~'Vl'U 

bb6'1 ~i1m1:u~1l'i'ru61'1~€l m:u61'1!'U61'\.J'\.J'U~tl1161"1lm~ b ~Bfl1'Ufl:U61m~ bb 1~~€l:U 1~ CJ b0~1~ 
v 'U 'I 1 'I 

tv 0 ~ n1 'a 1 i'I1'\.J bfl ~ €1-\1 fl €l:U~'J b~ €l { bb6'1 ~ ~tJ n 'a ru~€1611 'a bfl ~ €l '\.J ~tJ i]u~-\11'\.J ~ 1 n il1 CJ'\.J €l n 

B'lfim (Mobile Computing And Teleworking) b~€lboU15'1'a~'U'Ufl€l:U~'Jb~€l{bb6'1~1~'U'U611161'\.Jb'Vll'l~'lb 

~B m-a -a'U m'Ui1t!-l6'1 m~'Vl'U bb6'1~i1m1:U~1l'i'ru61'1~BB'Ifi m ~B-\1 b oU15'11 '\.J61tn'\.J~~i1m1:utJ6'1 B~.n CJ bb6'1 ~~ B'l 
V'IJ 

~.m-atJi)'U1i'I1'\.J~1nil1CJ'\.J€lnV!t.hCJ'I1'\.J (Teleworking) n1V!'\.J~ ~'ld 

~. (9) eJli'I1'\.J~€l'ltJi]u~~1:uV!:u'J~ b bb'\.J'JtJi]u~ .U€1 (9) m-am'U!OJ:um-ab.U15'1611-a61'\.Jb'Vll'l 

(Information Access Restriction) 

~.tv bij m oU15'1'a~'U'Ufl€l:U~'J b~€1{ bb6'1~'a~'U'U611161'\.Jb 'Vl!'lbb~'J en i'I1'Uvi' €1'11~~~1~1 '11:u 1 ~~hJi1 
'IJ 'IJ 



d 
\;1111~'Vl ell 

m-a:5' ~wi 1"a~'U'Ufl1"ae:J.:I'tle:J.:Ioa~ui'f1"ai'I'1Jb 'Vlfl 

(Disaster Recovery Site) 

1 ~~'t.h~i't.:lf'1 • 
b ~el~~vl1i~UUci'1'Hl\l'lJe:J\Ii~'U'U~1i~~b V11"11 ~e:J ~1 'U~.f11'1'fl~~mJ1-ff'I1'U b~CJ fl1ici'1ie:J\IoVmJ61 

~ ~ 

~1i~'U b Vll"l bb61 ~ fl1itl~'UoVmJ61 ~1i~'U b Vll"l bL61 ~ fl1i~ ~vl1 bb~'U'U~~1WIJ 1~ \?1 e:J b ~e:J\11 'U~ .n 11 ~1 fl f1 \?1 ~1'U 
~ ~ 01 

~1i~'U b VJI"l'lle:J\1 m~~'l!u ~'U'UU ~ mi~'ll.n1'1'-l ~'11~i1~ miu ~~1ifl11~ b~ CJ\1~ 1'U ~1i~'U b VJI"l mi b\?1 ~ CJ~ m1~ . . . 

'1'-l~e:J~ufl b~'U bb6l~fl1i'U~~1ifl11~1?im ~e:J\11 'U~.f111~1nn~~1'U~1i~'Ub Vll"l bb6l~fl1ici'1ie:J\IoVe:J~61 bb61 ~ n~'U , VI ~ ~ 

oVe:J~61~1i~'UL Vll"11l~1CJ bb~1 b ~e:J 1 ~~1~1i~'IJ~U~\11'U~1U.f11inlil1~e:J~1\II?ie:J b~e:J\Ibbll1 'U~.f111~1 f1~\?l~~e:J 
b ~\?1 miruun b~'UI?i 1\161 bb61~~1~11~n~'Ui~uu~1i~'Ub VJI"11~.n1CJ 1 'Ui~ CJ ~ b 1m~ b ~~1~~~ bb61 ~~1~1i~ 1 i'I1'U 

, , I "' 

~1i~'UbVJ1"11~e:J~1\II?im~e:J\I 

<9lo .W~i111W1~~b~e:Jm~U'U~11~'Ub Vll"l~b~l:n~~~ 1 'Uf111~~vl1i~U'Uci'1ie:J\11 ~e:JCJb 'UM11'1'-l'l'-l~e:J~ 1 off\11'U 
~ 

1v 0 ~ ~vl1 bb~ 'U u ~~1 im 1~ \?1 e:J b ~ e:J\11 'U~ .n11 ~1 n n \?1 ~1'U~1i~'U b VJI"l'll e:J\1 m~ ~'I! u ~'U'U u ~ m i~'ll.n 1'1'-l 01 • • 

b ~e:J 1 ~~1~11~ b oV1~\1~1i~'Ub VJI"11~\?11~'1Jn&le:J~1\II?ie:J b ~e:J\1 bb61~1'i'e:J'I'IJ~u'tli\l bb~'U~\In~111 ~~1~1i~'IJ~u 1m~ • 

bb'IJ1tli)~ 

<9lo ~~bb611~'U'U~iJ~\Ole:J\I~~vl1fl1ici'1ie:J\I'lJe:J\Ii~'U'U~1i~'UbVII"1b~CJii.ff'U\?1e:J'U ~\I.Q' 
~~ 

<9lo<9l ~~bbm~uu~~b\?l~CJ~e:J'IJmru~'<S1btl'Uci'1~~umicl'1ie:J\IeVe:J~61 bb6l~min~'UoVe:J~61~1i~'UbVJI"1 
\J'U q cu "' \.1 

<9lo \v tl1~'U ~i'IJ f11ici'1ie:J\IoVe:J~611~'U'U ~1i~'U b Vll"l ~\ld 
~ ~ 

' ' "' 
(9).\!J.l!l fi1Vf\Jt'l1tlbLtJtJfl1~~11fl\l~eJ:u~ b~'U bU~1~~1uilli1n11b~lJ~LJ111 

~ ~ 

(Incremental Backup) bb'UU~~\]iuJ (Full Backup) 

(9) 0 lvob11 tl1~'U~fl11~m 'U f11i6'11ie:J\IoVe:J~61 m~fl11~ b ~~1~~~'/Je:J\Ii~'U'U~li~'U b Vll"l 
~ 

<9lobl1 ~~bbm~uu~hbtl'Um16'111e:J\I'lle:J\Ii~uu~11~'UbVJI"1 \?11~oVe:JVi (9)0\v 
~~ ~ 

1v. ~~ bbm~uul'i'e:J'Ilif11iVI~~e:Ju~m'l'-l'l'-l~e:J~ 1 i'I1'U'lle:J\Ii~uu~1i~'Ub VJI"l~ci'1ie:J\I H e:J~1\IU e:JCJ (9) i~uu 
~~ 

1~CJe:J~1\IUe:JCJtl61~ (9) fl~\1 
rno ~~~~ b VI fib 'U 161 ~~11~'U b VJI"l \9\'1 b tl'U f11i~ ~vl1 bb~ 'UU ~~1i m 1~\?1 m ~ e:J '11 'U ~.n 11 ~1 n ~ \?1 ~ 1'U 

~11~'Ub VJI"l'lle:J\Im~~i!u~'U'UU~fl11~'llm'l'-l b ~e:J 1 Vf~1m1~ 1-b''I1'U~11~'Ub VJI"11~ \?11~'1J n~e:J ~ 1\ll?ie:J b ~ e:J\1 • • 
b~CJtl1~'U~ 1 ~'IJ~U'IJ1\Ibb~'U~\If1~11VIf1 <9l tJ • • 



MWil.iU.I..U~Iln.hlut,tl.l!!lttU ~IA.1fl.l!!tl..l!!fl.l.._\4~1fl4B~f\Nm~rtCe..~L.A.U!-ti..Ufl.l\W~f\t.f1.11 

t-~~mLlt.~n.u;1:::!.r.:::~11 

. . ~ 

n.B~ i.'?.l!.W!.Ll.ln. 1.S-~B~t-B~t.l1 t-Bfl.t-!. 11n.!.M:Llt.~n.:::!.:::~11t-~$1 M:Llt.lt-~11 t-B~n.B~i.'?.l!.Wt:l Jl·~ 

(A)UQ peat]) l~~1 t-LrB~l r\.L~n.n. 11~1 n.B~i.'?.l!.Wt-B~M.Q> 1L~~~rlB~t-12L~ 1 lj!.LM:L~n.B~i.'?.l!.W~~ t ~r\.li1,L~:::~11 

Lr\.~~!.LUM.l.S-wn.n.:::!.l$~111, t-~i.'?.!.LU~n.~ wn.n.:::WLIWBBB~t-B~t.l1 t-~~~!.LUU~11~ t leliA 1n.~!.L~n.n.:::!.:::~11 
I I I fl 

}B W1 q~.M:Bt.~n.n.:::.sN~ ~1 M:Llt.lr\.[:!:1 :::.sr.n.B~~l.SW.SLU n.u-WB~t-B~t.l1 t-~~ ~.SLU~Wn. t :;!)"~ 
I I I f'l 

. .,. ~ 

.SRU~!URU~~L~M.Q> 11ellA 1n.~.SL~~~1 n.1 t.!IA m~Ut-~11~ t r\.L~U~i11,r\.Q> m,tt.~M:B~r1.~1~~Jlt'~:::.sr. 
" 

u Lli1,B~Ii1, ~~~mB~~r_.sw~~n.XI-~~1 n.~B~Ii1,~ l-~qA::: ~,,fl.Lt-,S-t n.B~~e..sw~~ t ~~1 n.,tt.~flB~n.kli1,L~Ln. 1 L~ 
. " b ~ ~ ~ 

t'Lk~ leliA m~.SL~~~1 n.1 t.!IA 1rt~U~ tfU~L~~M:B~t'12L~ 1t'B~M.Q> 1L~n.B~~l.SWt:l~~Wn. t ~-~ 

"' ~ 
fUt.!L~lA~M:Bfl. 

Ill 0 f' 1'1 

~ . n.B~~l.SW.SLUn. tn.B~~l.SWt:1~11Ul~:::~rtLlt.l~lr\.L~t-B~IellA m~.SL~~~1 n.1 t.!IA m~U G'[·~ 

leliA 1n.~.SL~n.L~t-~~1rtLlt.l ,. !"'" 
~ 

r\.[!1 :::.sr-:::~11 n.B~~l.SW.SLU n. t :::n. 11 B r\.~1 B~rtBpA.n.Lt-~ L.SL~.SLU~~t-B~n.B~~l.SWt:l ®·~ 

~t-~ leliA m~.SL~r\.L~t-~~mLLt.!M.[!:1:::.S0-:::~11 n.B~~l.SW.SLUt-LlAlr\. 11 ~r\.li1,L~ ·~ 
" ' ~ 

(JO:).!pnv ) euJa+X::l) U B n.~LU'UL ~~,V~B ~0-t't.lr\.~M:Llt.lr\.L~:::f.~@n.B~~ lf. Wt:l ~ ~1 f.LU M.Q. 1 L~ 

~ t t.!Q.t.!IA 1t-~ 11ellA m~tL~n.L~t-~~1rtLlt.lr\.[!:1:::tr.:::~11n.B~~lf.WJlt'~:::t0-M:Llt.l!!ULII1, G'["G'[ 
I ~ 

• (JO:).!pn\;f )eUJa:).UI) M.t~LU'n.B~~lf.WM:~U~~1 

f.LUM.Q. 1 L~~ t ruLrt:::tr.n.t-~L~:::f-0-lellA m~tL~r\.L~t-~ ~1 M:Llt.lr1.[!:1:::tr.:::~11n.B~~lf.Wf.LU ®"G'[ 
~ 

~t-~ leliA m~tL~r\.L~t-~~1rtLlt.lr\.[!:1:::.Sr.:::~11n.B~~lf.Wt:l!!~ t ~r\.li1,L~ "G'[ 
" ' 

t-lot.~ ® :::~~~BJ:Lt-LrB (+uawssassv pue 
" 

+!Pnv J\wmas uoqewJojUI) leliA m~.sL~n.L~t-~~mLe.~n.u;1:::tr.:::~1mB~~ltWf.LU!!~ t ~r\.li1,L~ ·® 

~£t~ru. n., 

r\.Lt-~ lfbli1,t'Bfl.lellA m~tL~~ 1f~B~0-t-t.lr\.~M:Llt.ln.~:::.s:::~11t-~ ~1rtLlt.~n.~:::f.t-12r1.Lf.lA~l fl.Lt'~lfbi11,~ t B~ 1 (JO:).!pnv 
~ .,. 

)eUJa:p<::l) UBM.~LU'UL~~ 1f~B ~0-t't.!M._ttM:Llt.lr\.L~:::f.~@n.B~~lf.W t:l~~1 1$~111, (JO:).!pnv )eUJa:).UI) ~lorl.Lt-~ lfbi11, 

~ 
I •:. 

n. t~LU'n.B~~l.SW t:l~~1 .SLUM.Q. 1 L~t-B~:::~IellA m~f.L~r\.L~t-~ ~1 M:Llt.lr\.[!1 nr1.:::~11 n.B~~l.SWf.LU"G'[ 

t-f.t.l ® :::~I}~Bn.t-L~B (+uawssassv pue 1'1:1 F=7 f'! I 

" 
+!pnv ,.\:).pmas UO!:).eWJOjUI) leliA m~tL~r\.L~t-~ ~mLlt.lr\.[:!:1 :::tr.:::~11n.B~~lf.Wf.LU!!~ t ~r\.li1,L~ "® 

aL.n.a1n. 
.'_; 

ML LJgtA~:::t f1.!!t-Lr B~l M:LW ~ n.Qf1.[j.SLM:L~n.Lt-~ lfbli1, 

::: ~11 ~ ,V~ B ~ f1.t't.l n.~rtL lt.l!! ~r\.li1,Li-J ~leliA m~.SL~r\.L~ ~1f~B~f1.t't.lr\.~M:L lt.l LRUlof.LU n. t~,(1Qf1.lr\. 11::: ~11 

~ Lr1.~1 r\.L~~t n.~~ t L~ leliA m~tL~r\.L~~~1 M:Llt.lr1.[!:1:::tf1.:::~11 n.G~~lf.Wf.LUn. t~n.Qf1.t-LtAln. 11!!~ t B~ 1 

(:J.uawaSeuew >!S!tJ pue '~uawssassv )jS!tJ) 

~IA1fl.~f.L~tl.L~t-a~1M:Lf.~M.t!l::f.f1,::~11n.B~I!f.f.l!lf.LU 

~ 1.\l!lf.N:It\ 
!"'" 

;_~ 

• ~t-~::tfl.lll!l~ 



d 
YI3J'J~'VI ~ 

n1':iU'i'V11':i~~n1':iL\1~n1':iW~e:11'iili'i~~~m::'VI\J~elfl113J~'l.lfl~tl~eJ~fiv'tleJ~':i::\J\Jf:l1':ifit'l.IL'VIA • 
(Information Security Incident Management) 

b~eJ1~bVI~nTm1bbG'l~"il~eJmJ~bMmoife:~-:Jti\Jm1:u~'Ufl'ltlG'leJ~.tlv"tleJ'I';i~'U'U~1';i~'UbVII"l1Jl1um';i~1biJ'Um';i , , •.: 

e:J~1'1t:lfl~ e:J'I ijtJ-;j~~VI5m~ 1 'U-d'J-:J';j~tJ~ nm~ bVI:U1~~:u 
'\J 

LL 'l.I'J'VI1~tl~U~ 

<9l . ~ ~ 1 ~ij.ff'U~ eJ'UVI~eJ fl';i~'U'J'U fl1 ';i'U~V11';i-.tr ~fl1 ';i b VI~ fl1 ';iru~ eJ 1"il ~'I~ G'l fl ';i~VI'U ~ eJ fn1:U~'Ufl'l 
' 

tJ G'l e:~~.n E.J"tl e:J'I ';i~'U'U ~1';i~'U L Vll"\~~1 fl. t1J ';i'J:U~'I rl)VI'U ~~ij'VI'u 1~ 1u t:j ~"1Je:J'U~'Iijm1:uim 1:u~1:u1 ';jf:l bbG'l ~ 
tJ-;j~~'U fll';iru 1~ tJ.ff'Uij fl1';ifl1VI'U~.rr'U~eJ'UbbG'l~fl';i~'U'J'U fll';i~'l\11 eJ 1 tJd 

<9l. <9l fl1';ifl1VI'U~ bb~'U ';ie:J'I1'U 1 'U fl'H\1~ Lfl~ LVI~ fll':irue:J ~ 1'1 b iJ'Um tl~ mrrueJfl'l~';i 
' 

<9l .lv fl1 ';it] ';i ~ biJ'U b VI~ fl1';iruVI~eJ "iJ ~ eJ e:J'U"tl eJ 'I:U1 ~ ';i fl1 ';i 1 fl'\~1 fn 1 :U ~'U fl'ltJ G'l eJ ~.fl tJ "11 eJ 'I ';i ~ 'U 'U 
' ' 

~1';i~'UL VII"! bbG'l~~"il1';it\.!1'J1fn';i~~ b iJ'Ub VI~ fl1';iruLbG'l~ij';i~~\Jfl11:U';i'Ubb ';i 'l~e:Jl"il~'l~ G'l m~VI'U l'ie:Jfn1:U~'Ufl'l 
' ' 

tJ~eJ~.fl tJ"1Je:l'l';i~'U'U~1';i~'Ub VII"! 

<9l.m ~ ~ 1 ~iju flflG'lVI~e:~VIt.hv-:J1'UL ~ uvl'1V11J 1~1'ubb~'~b VI~ m';iru bbG'l~';i1tJ'I1'UbVI~ m';iru ~~ LM v1-ifm 
, , , 'U 

1 ~VI';i1'UbbG'l~~1biJ'Ufl1';i\1ieJ 1 tJ 

(9).~ fl1';j~1b iJ'Um';iL~e:~~e:~u~'Ue:~-:JI'imVI~ m';iru~ Ln~;'UeJ~1'1ijtJ-;j~~VI5m~ L~m111 ~LVI~ m';iru 
' ' 

" " ' .:::llo ~ f'IIJQJQJQJ QJ.c::;:,l.dil .dl f' 

<9l .cf: 1 bfl';i1~VI ';i'J\J';i'J:UbbG'l~';i1tJ'I1'UbVI~ fll';it\.!~e:J~'U'Ifl\J'U !:U'1l1VI';i1'U VI'I'U b~e:J';i~'Ut:l'l~1bVI~ fll';it\.1 
, \J v q , 

bbG'l~b ~e:J 1 itJ-;jdtJ'1Jtl"iJ1fl~G'l fll';ji bfl';i1~VI1 'Ufl1';ib~~tJ:Ufl11:U~~eJ:U';ieJ'I1'U b VI~ fll';jru~m"il bfl~;'U 1JlB n1 'Ue:J'U1fl~ 
' 

~v. ~e:~'l~~ 1 ~ijfll';i';i1tJ'I1'U~m'Um';iru~bn~;'Ue:~~1'~';i'J~b ~1 bbG'l~~'UI'im Vl~m';iru ~1'U'UflflG'l Vl~e:~ 
' ' 

Vl'll1tJ'I1'U~vl1VI1J1~1'uLL~'IbVI~fl1';iru (point of contact) 1~v1 ~~1bil'Ufl1';i~'ld , ... 

lv.<9l Lb~'I~D-:Jfl.u'\Jru'1111~v"lie:~-:JVI1'11~-de:~-:JVI1'1VI~'I~';i1~b~1bbG'l~~'UI'imVI~fl1';jru L"li'U Social 
'\J "' ' 

Network, E- mail biJ'U~'U ~'I.Q' b.Q'e:JVI1.ff'U~1 ~eJ'Itl';i~fleJ'UJl'JtJ 1'Wnm bVI~fll';iru ~G'lm~VI'U~fll~l1"il~bfl~;'U 
' 

lv.lv ';i1tl'I1'U~D'Ifl'UDru'111~eJVI';i1'UbVI~fl1';iru~m"il~'I~G'lm~VI'UI'ie:Jfl11:U~'Ufl'ltlG'leJ~.tlv b"li'U 
'\J "' ' ... 

fl1';j'lJfl';jfl~1'Ufl1tJfi1~ 
' ' 

fl1-;jtJ5 u~ '11'U~'W b tJ 'U 1 tlm:utiLtJ'U1tJJ11'Uh1';i1' m~1Fn1:U~'Ufl'ltlG'leJ~.tl tJ"1leJ'I';i~'U'U~1';i~'Ub VII"! 

fl1';jb tl~E.J'Ubb tJ(;l-:J fl1';jboif1~'11~v hl1Jl1ue:~'Uru1~ 
' "' 



~~ 1 ~ih.Jflfl~'Vl~B'VltJ1CJ-:11'U.:JTU (point of contact) b~B'Vll'Vl'U1~'nCJ.:J1'Ub 'Vl~fl1'HLJ~ bn~~'U~B 

~'IJ.:~~uuru'111b~CJ1 ~11CJ-:!1'U~.:J~B 1 tl-d' 
'IJ ., 

' ... 
3. e.J~m~'VluVifl1~';h"iJ~bn~:fi'U 

4. ~ B~~ ~~ e:J/tl1~~1'U-:11'U"'JB.:J 4. ~)1 bij 'U n11 bb f11"1JtJ qj'Vl1 bb~ ~ 

'U~,;-'Vlb~B1~.Umm 1~CJ~nm1'Um1bbm"'l 
'IJ 

' Q,.l q d .c:t. 

11CJ.:J1'U'Vl'U'Vlb:Wmn~b 'Vl\JI 
q 

'V111'Ub'Vl\JI n11tUbb~~\JI11"il~eJ'U 1 'U 
q 

.J" 11 i.l ... 

b'Utl.:J\JI'Ubb~1 

' ... ((q .<::1, ~ 

~1b'Vl\JI"'JB.:Jb'Vl\Jim1ru'Vlbn~"'J'U 
q q 

... 
3. e.J~m~'Vl'UVifl1~11"il~bn~:fi'U 

1~CJtl1~biJ'U:W ~1'1 1fl11:Wb~ CJ'Vl1CJ 
'IJ 

' ... 
Vim"ilbn~:fi'U 

4. ~hil'Um1bbm"'lut1J'Vl1 

5. e.J ~ n 11 bb ?11 "'J tJ t1J 'Vl1 bb ~ ~ 

1~CJ~b1m1'Um1bbm"'J 

6. bb 'U1'V11-:JU B.:Jfl 'U 1 'UB'U1fl\JI bb~~ 



·:.• 



b ~B1 ~'j:::'U'U fi'El:w~·;mre:J 1 bbG'l :::'j:::'U'U?I1'j?I'U b Vl~ .rr'El:wG'1?11'j?I'U b V1 ~ ~'U~.rrB:wmbG'l :::?11'j?I'Ub Vl~ bbG'l::: 
~ ~ ~ 

~'U~tl fi'U1i\11'U~11 tJ ~\I b U'UV1~Yl~~'W~iifi1'1JB\Im:w?l't1'U?I'U'U'U~fl1'j?I'1Jfl 1Yliifi11:JJtlG'l B~n 1:! ~ B fl1'jf:1 fl'U m n d..J , , '\J 'I 'I 

1 "il:JJ~ bbG'l :::G'l ~m1:w b~I:J\1 ~ mr flG'l 'El'U b tJ~ bl~.JI:J.rr'El:JJG'l ?11'j?I'UL V1 ~ ~\ltlTV!'U~ bb 'U1U fi'U1i fl1 'jfld 'Ufi:JJ fl1'j b .rr1 (i\1 'j:::'U'U 
~ OJ ' 

"' fi'El:JJ~1bl'l'El1bbG'l:::'j:::'U'U?I1'j?I'UbVl~'ll'El\l~~u•il1\l (Outsource) vl\I.U 
~ 

"' ' 
® .® ~~'U-.il1\l (Outsource) \9l'EJ\I'll'El'El~qj11'1~1~1J1?i1'U'j1'1Jfl1'j't1'U 1 b'iAlm.rr1(i\l'j:::'U'Ufi'El:JJ~1bl'l'El1 

bbG'l::: 'j:::'U'U?I1 'j?I'U b Vl~ 1~ 1:! mB n.rrB:wG'lG'l\ll 'U bb 'U'UvlB1-:w fl1'j'1J'EJB'U tu11'1 b .rr1 (i\l'j:::'U'U fl B:JJ~1 b\91 B1 bbG'l::: 'j:::'U 'U 
~ ' ... 

?11'j?I'UbV1~611~~u4flfiG'lmi:J'WBn m:w~m~~ 1v .rr'Elu~'U1i~ (9) 

(9).\v ~1~1J1?i1'U 'j1'1Jfl1'j~~'El~~1~~'U:JJ 'El'U~:JJ11:J~ "iJ1'jttJ1 b ~\91 ~" fl1'j'1J 'E) 'El'U tu1\9lvl\l fl~ 11 bbG'l::: \9l 'El\1 . '\J , , QJ 

1£1. ';i:::w;h~tJ~u~-:~1'U 

lv.® ~~'U-.il1\l (Outsource) \9l'EJ\I~~U\9l'jbb?l~\ll'l'U\91G'l'EJ~'j:::I:J:::nm~tl~'U1i\11'U 
~v.~v ~~'U ~ ~'1J'El'U~1'U?I1'j?I'U b V1 ~~~'E) ~~1~~'U:w 'El'U ~:w 11:J"il1 n~1~1J1?i1'U 'j 1'1J rn'j\9l 'E)'~ n 1 n'U ~ bbG'l rn 'j 

~ ~ ~ 

tJ fiu~\11'U'll'El\I~~'U-.il1\l 1~muY~1:::rn'j~~~'~ sziB:wbb'll:w ~~'E)fl1'jb tl~I:J'WBtlmrutJ'j:::m"~".rrB:w" n11:J 1 'U~B\1 d..J '\J , '\J 

~'U~.rr'El:JJG'l (Data Center) \9l'EJ\Itl1tl'U~bbG'l 1~mfl~\lfl~~ 
~ ~ ~ 

lv.m ~~'U-.il1\l\9l'EJ\IU fi'U1\ \911:JJ~1J 1~~1~~'U:JJ 'El'U~:JJ11:J b vh,Y'U bbG'l::: \9l 'El\lflTU\I(i\1 fl1'j~ m~n fi11:JJ~'U -rr 'El:JJ" 
~ OJ ~ 

'1J'EJ\IV11\I'j1'1Jfl1'j b u'U611A't1J ~1 n bn~u tlJ~1'j:::~11\l fl1'jtJ~u~\11'U 1 ~bb-.il\I~~'U~~'ll'El'U~1'U?I1'j?I'Ub Vl~~~'El~~ 
1~~U:JJ'EJU~:JJ11:J~tl1tl'U~bbG'lfl1'j"U~'U1i\11'U~'UVi 

m. Vl~.:~tl~u~.:J1'U 

m.® 1 ~~~'U-.il1\l bb-.il'lfi11:JJtJ'j:::?l\lri'~B~~'U~~'llB'U ~1'U?I1'j?I'Ub Vl~ b ~'Ell:! n b~ n~V151 'U fl1'j b .rr1(i\l'j :::'U'U 
~ ~ 

fi'El:JJ~1 bl'l'El1 bbG'l :::'j:::'U'U?I1'j?I'Ub Vl~~'UVi bd'Eltl~'U1i\11'Ubb~1 b?l~"il 
iJ' "':::to Clio .:::... il d ...::::. (( iJ' 

m.lv r:.J ~ bbG'l 'j:::'U'U "il::: I:J flbG'l fl?IV15fl1'jb '1J1t:1\l 'j:::'U'U fi'El:JJ\"11 bl'lmbbG'l:::'j:::'tJ'U?I1'j?I'Ub Vl~ bbG'l::: G'l'U'll'El:JJG'l 
~~ ~ 

?11'j?I'U b V1 ~'ll 'El\1 ~~'U -.il1\l b u'U n1 'j m1 'j~'U Vi bd B~'U?I ~ n1 'j-.il1\l \11'U~~'El-rr B \91 n" '~ ~1:w n'U 
~ ' 

a::. n1';iin't*1fi11:JJ~\J 

~~'U-.il1\l \9i'B\IG'l\I'U1:JJ 1 'U~ ruru1~~'El.rr'Ell'l flG'l\1 fl1'j hJ btl~ b~ I:J.rr'El:JJG'l'll'El\1~1.11 I:J\11'U 1~ I:J~ ruru1~~'El.rr'Ell'l n "'~ 
'\J Q.l v '\J Q.l Q.l 



"!ivtll)Ui nTnoU1LoH~1'Lil1v~fj'LifH'v\j~ (Data Center) 

b~e:J1~fl11borr1e:Je:Jfl~e:J.:JI"l'U~orre:Jl.J~ (Data Center) btl'L!h.J~-;H:Jm1l.J?I~Iil'Jfl b~tl'U~e:JCJ iirr.nl.JLJ~e:J~.ti'tJ 
'U 'U 

~.:!Miim1thVI'LI~orreJLJ5u~ ~.:!.Q' 

(9). 'Uflfl~erii~VI5borr11i.:J1'LI~e:J.:JI"l'U~orre:Jl.J~ (Data Center) LJ1~fle:J'U~"Jt! 
q '\J '\J 'U 

®.® rn~-r'Ul.JeJ'U'Vll.J1tJ1~~bb~~e:J.:!I"l'U~orre:Jl.J~ (Data Center) Vll.J1t!i1'.:! b41Vlih~'lle:J.:!fl~l.J 
'\J '\J 'U " " 

b Vlf11 'U 1~ v?I11?1'Ub Vll"1~1~-r'Ul.Je:J'U'Vll.J1mnner-J1'U1tl fl11fl~l.J b Vlf11 'U 1~v?I11?1'Ub Vll"l G1Tufl.:J1'Ub~'tl1'Ufl11ml.J 
'U ' ' 

1~-!'U~~"lle:J'U~bb~~e:J.:JI"l'U~orre:Jl.J~ (Data Center) 
'U 'U 'U . . 

®.lv b41Vl,hVier-!'U~~"lle:J'U~eJ.:JI"l'U~orre:Jl.J~ (Data Center) "il1fl'U~,;VI Vll.J1t!i1'-:J b41VlihVi'lleJ.:J 
'U 'U 'U 

'U~,;VI ~1~-r'Um1er'!'U41-:J1'Ufl11D11-:J-rmmfl~eJ·1htJ ~e:J.:JI"l'U~orre:Jl.J~ (Data Center) ml.J?I'U''U?I'U'U'U~fl11?1'tl.fi1'W 
'U , ' '\J '\J " " 

(9).bfl 'U flfl~Jl1tl'U eJ n Vll.J1 t~ii.:J er~ b orr11J1LJ n u~ .:!1'UIJ'I1l.Jm1 n "il 1~ t~l'l e:J.:Jfl11-!'U fl11e:J'U:U~ "il1 n 
" '\J 6.J " 

ereJ1'U1tlfl11fl~l.Jb Vlf11 'U 1~ V?I11?1'UbVII"1 G11'U'fl.:J1'Lib~'tl1'Ufl11ml.J 
'U ' ' 

\v. fl11borr11i.:J1'U~e:J.:JI"l'U~orre:Jl.J~ (Data Center) ii~'UIJ'Ie:J'U~.:Jd 
'U 'U 

!v.® erl~ -r'U lJ eJ 'U Vll.J 1 t~1 ~~ bb~ ~ e:J.:! l"l'U ~orr e:J lJ ~ (Data Center) b orr 11 i.:! 1'U 1~ t1 fl1 1 ?I bb fl 'U 
'U \1 'U '\J 

~1t~-d'1iie:J Vl~e:J1~?1 fl111i.:J1'U'tleJ.:JeJLJmtllbtl~ - tl~ LJ1~1J1 V!.U1~e:J.:JI"l'U~orre:Jl.J~ (Data Center) 
" '\J '\J '\J 

lv.lv b41Vl'tJ1~er-!'U~~"lleJ'U~eJ.:JI"l'U~orre:Jl.J~ (Data Center) "il1fl'U~,;VI b orr11i.:J1'U 1~t~fl11?1bbfl'U 
'U 'U 'U 

~1t~-d'1iie:J Vl~e:J1~?1 fl111i.:J1'U'tleJ.:JeJLJmuhtJ~- tl~ LJ1~1J1 V!.U1~eNI"l'U~orre:Jl.J~ (Data Center) 1~t~1~-r'U 
, " '\J '\J 

fl11eJ'U~fl111!1borr1mtJ-d'1ije:J"il1fl1~-r'Ul.JeJ'U'Vll.J1tJ1 ~~ bb~~e:J.:JI"l'U~orre:Jl.J~ (Data Center) 
't '\J \1 'U 

lv .m 'Uflfl~.fl1tl'Ue:Jfl"il~l'i'e:J.:Jvl1btl'U'Vl1!-:J~e:J'tle:Jb orrT~,'U~btJ'U~1tl~ fl'l~rueJfl'l~1b'Vh,!'U 1~t~1 ~ 
' 

Vl'U'.:J~e:J"il~l'i'e:J.:J1~'U l''U nm ~i~b"il'LI "il1'U1'LI Vl~eJ11tJ~eJ'Uflmm ow~e:Jl.J~1m'VliJ'I~~m1l.J"il1btl'U1~t~iirn~-!'U 
'I 'I , '\J 

l.Je:J'U'Vll.J1tJ1 ~~bb~~e:J.:JI"l'U~orre:Jl.J~ (Data Center) b tJ'Uer1!1-w1b orr1bb~~fi1'Ufll.JIJ'I~e:J~b 1m 
'U '\J '\J \1 , 

lv.cs::' 'U flfl~.fl1tl'Ue:Jfl 191 e:J.:J~.:JVI~ b U tl'Ub~'U~e:J fl11b orr11 'U?Il.J~Vl'tJ1~e:J.:JVI flfl~.:J bb~~ b~ e:Jb?l~"il 
' ' ' 

.:::t. i.l C:.: d ~ I Q.l 

Jl11fl"iliJ'I e:J.:J b G(!'U"!Je:Je:Je:J fl VI flf11.:! b "ll'Ufl'U 
' 

m. 1~tl~b1mfl11borr11i.:J1'U~e:J.:JI"l'U~orre:Jl.J~ (Data Center) l111t1~~b~tl~ ~.:Jd 
'U 'U 

m.® l'Ubb~~b1m11"llfl11 ~.mo - ®b.mo 'U. 

m.lv mru~ii b VliJ'IUflbO'U Vl~e:J'Ue:Jfll'Ubb~~ b 1m11"llfl11 ~iim11J"il1 b tl'UI'i'e:J.:! b orr1~e:J.:!I"l'U~ 
'' 'U 

orre:Jl.J~ (Data Center) 1~bb4-:J1~-!'Ul.JeJ'U'Vll.J1tJ1~rn~-!'Ul.JeJ'U'Vll.J1tJ1~~bb~~eJ.:JI"l'U~orre:Jl.J~ (Data Center) VI11'U 
'U 'U '\J '\J '\J 

il.:Jb'VliJ'I~~bb~~fld1l.J"il1 b tl'U 1 'Ufl11borr11 LJ1 i.:J1'U 
' 

l.JeJ'U'Vll.J1tl~bb~~eJ.:JI"l'U~orre:Jl.J~ (Data Center) 
'U 'U 'U 

b. &m?l~"il.fl11n"il1~1J'111"il?leJ'Ufl11l.Jb~tJ'U~e:JtJneJ'L!e:Je:Jfl"il1fll"l'U~orre:Jl.J~ (Data Center) b"li'U 1-w LJ1~1J1 
'U 'U 'U 



L:51~,j,~m~~'U1leJ'U~111liLoM~bbi'loMeJ.:!f1'U~'li'aaJi'l (Data Center) :'U 1£1 el1f1Tm~1Jli'IU'Uli'I'U'U'U~m~li'l'tl.n1~ 
\.1 'U v " 1 1 

1~Lbn 

®. 'U1~ir'W'VI-1i~ ~11.U-ew irni"ll1n1'~1"le:J11'~1b~e:J{tJl)'U1ifl1~ 

~ - 'U1~.n1b~"ll bn~e:~~rub~"ll irni"ll1fl1~1"le:J11~1b~e:J{tJnlliim~ 
'U • :;..1 

II 

e.lf11'Uf11J 
'U • 

b'Ue:J{ o~-®~rn-b'llooo ~e:J ®~~ob 

b'Ue:J{ o~-®~rn-b'llooo ~e:J ®~~ob 


